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Abstract

The growing amount and availability of electronic health record (EHR) data present enhanced opportunities
for discovering new knowledge about diseases. In the past decade, there has been an increasing number of
data and text mining studies focused on the identification of disease associations (e.g., disease—disease,
disecase—drug, and disease—gene) in structured and unstructured EHR data. This chapter presents a knowl-
edge discovery framework for mining the EHR for disease knowledge and describes each step for data
selection, preprocessing, transformation, data mining, and interpretation/validation. Topics including
natural language processing, standards, and data privacy and security are also discussed in the context of
this framework.
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1 Introduction

The increased adoption of electronic health record (EHR) systems
has the potential for enhanced collection and access to a wide range
of information about an individual’s lifetime health status and
health care to support a range of “secondary uses” including
genomic, clinical, and public health research [1-6]. The use of
knowledge discovery and data mining approaches for transforming
health data into actionable knowledge has been an active area of
research and will continue to advance in the era of “big data” [7-10].
These approaches have been applied to EHR data for studying
patterns and relationships between diseases (comorbidity analysis)
[11-13], drugs and adverse events (pharmacovigilance) [14-16],
as well as drugs and genes (pharmacogenomics) [17]. Potential
uses of this knowledge range from hypothesis generation to clinical
decision support.

The knowledge discovery in databases (KDD) process is
defined as “the nontrivial process of identifying valid, novel,
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potentially useful, and ultimately understandable patterns in data”
[18, 19]. The major steps in this interactive and iterative process
are data selection, preprocessing, transformation, data mining, and
interpretation/validation. While data mining is traditionally
applied to collections of “structured” data from databases, text
maining or text data mining is the application of data mining tech-
niques to collections of “unstructured” or “semi-structured” tex-
tual data [20]. The text mining process typically involves the use of
natural language processing (NLP) techniques to extract struc-
tured data from unstructured narrative for subsequent use [21].
This chapter presents a general framework for mining the EHR
for disease knowledge that is adapted from the KDD and text min-
ing processes. The sets of techniques associated with each step in
this “disease knowledge discovery” (DKD) process are described
along with a discussion of key issues ranging from data privacy and
security to standardization. Given the breadth of methods and
applications, this protocol is focused on describing an approach for
identifying pairwise disease associations (e.g., disease—disease,
disease—drug, and disease—gene) where the driving example is a study
focused on identifying comorbidities for type 2 diabetes mellitus.

2 Materials

2.1 Electronic
Health Record

2.2 Data Warehouse

An EHR system includes a “longitudinal collection of electronic
health information for and about persons, where health informa-
tion is defined as information pertaining to the health of an indi-
vidual or health care provided to an individual” [22] (see Note 1).
Typically, an EHR system interfaces with and integrates data from
ancillary systems such as registration, billing, laboratory, radiology,
and pharmacy [23]. Data within the EHR fall into two major cat-
egories: structured—discrete data elements (e.g., demographics,
billing diagnoses, problems, procedures, medications, and aller-
gies) that may be associated with codes and are “computer under-
standable” and wnstructured (or semi-structured)—free-text
narrative (e.g., clinical notes and reports) that may include some
structure and can be converted into a structured form using meth-
ods such as NLP (see Note 2) [24]. The underlying real-time data-
base for EHR systems is often referred to as a Clinical Data
Repository (CDR) [25].

For reporting and data analysis purposes, a separate database or
data warehouse is typically available that is populated with data
through an extract, transform, and load (ETL) process [25].
Depending on the intended use (e.g., for quality or research) and
contents, this is referred to as a Clinical Data Warehouse, Research
Data Warehouse, Enterprise Data Warehouse, Integrated Data
Warehouse, or Integrated Data Repository (see Note 3) [26]; for
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the remainder of this chapter, the term Enterprise Data Warehouse
(EDW) will be used. In addition to the EHR and ancillary systems,
the EDW may also incorporate data from other systems such as
disease registries, biobanks, payer claims databases, and literature
databases. The standard process for accessing and requesting data
from an EDW for research purposes involves Institutional Review
Board (IRB) approval and training in the protection of human
subjects in research (see Note 4).

In addition to the aforementioned institutional resources, there are
several publicly accessible repositories of de-identified EHR data
that are each associated with an approval process (e.g., requiring
IRB approval or a Data Use Agreement). These include the
following:

e Multiparameter Intelligent Monitoring in Intensive Care II
(MIMIC-II) research database [27, 28 ]—intensive care unit
data from Beth Israel Deaconess Medical Center.

e i2b2 NLP Research Datasets [29 |—discharge summaries from
Partners HealthCare that have been used in a series of NLP
challenges (e.g., for de-identification [30], smoking status
[31], and medications [32]).

e Integrating data for analysis, anonymization, and sharing
(iDASH) Data Repository [33, 34]—open, community-
serving, crowd-sourced resource for high-quality collections of
medical data, including images and text.

3 Methods

The DKD process aligns with the DIKW hierarchy that represents
the relationship between data, snformation, knowledge, and wis-
dom [35]. As depicted in Fig. 1, the DKD process involves the
following: Data selection—identifying and extracting data from the
EHR (through the EDW) and potentially other sources for a par-
ticular application or study; preprocessing—de-identifying, clean-
ing, and enriching the dataset, which may include the use of NLP
techniques for unstructured data and applying standards for inte-
grating structured data; transformation—reducing and converting
the dataset in preparation for the data mining step; data mining—
choosing and implementing the algorithms for generating pat-
terns; and interpretation/evaluation—visualizing and validating
the patterns, which may lead to revising and reiterating through
the previous steps. The result of this process is the validation
of known knowledge and perhaps more significantly the potential
discovery of new disease knowledge. Key issues underlying these
steps include data privacy and security (see Note 4) and standards
(see Note 5).
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Fig. 1 Overview of disease knowledge discovery process

3.1 Example Studies

3.2 Defining

the Study

1. The driving example in this section will be a study focused on
identifying comorbidities associated with type 2 diabetes melli-
tus (henceforth referred to as the “diabetes comorbidity study”).

2. For additional examples, there are several studies involving the
use of NLP to extract information from clinical notes (e.g.,
discharge summaries) and biomedical literature (e.g.,
PubMed/MEDLINE) to acquire disease—disease [11, 12],
disease—finding [36, 37], disecase—drug [38, 39], and discase—
symptom [40, 41] relationships.

3. Other example studies have focused on structured data such as
billing diagnoses, problems, procedures, medications, labora-
tory results, and vital signs to generate disease co-occurrences
(e.g., disease—disease [13], disease—drug [42, 43], disease—lab
[42, 43], disease—procedure [44], and disease—gene [45]).

4. While the aforementioned examples are focused on pairwise
associations that do not take into consideration time or the
sequence of events, there have been studies focused on the
discovery of larger associations (e.g., triplet combinations such
as disease—disease—disease [46]) and temporal associations
[47], which are out of scope for this protocol.

Prior to starting the DKD process, there should be a good under-
standing of the application of interest in order to guide each of the
steps. For example, high-level questions include the following:

e How to access, extract, and protect the EHR data?

e What type(s) of EHR data to use (e.g., structured diagnoses or
unstructured discharge summaries)?

* Are NLP techniques needed to process unstructured data?
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e  What standards have been used or what standards can be
applied to facilitate data integration?

e How to select and identify the patient cohort (e.g., focus on
particular disease(s) or specific time frame)?

e Which data mining techniques to select and implement?

e How to evaluate (e.g., involve clinical experts or compare
results to medical knowledge resources)?

e What are anticipated uses of the discovered knowledge?

The goal of data selection is to create a target dataset by first iden-
tifying a cohort based on a set of inclusion/exclusion criteria and
then extracting the requisite data. Depending on the institution,
there may be resources and tools available to facilitate cohort iden-
tification and data extraction (se¢ Note 3).

1. Criteria that can be used for cobort identification include
patient demographics (e.g., age, sex, race/ethnicity, and zip
code), encounters, diagnoses, procedures, medications, and
laboratory results. These latter four types of data may be asso-
ciated standardized codes such as ICD, CPT, RxNorm, and
Logical Observation Identifiers Names and Codes (LOINC),
respectively (see Note 5). In addition, keyword searching,
regular expression matching, or NLP could enable the use
of clinical notes and reports for meeting specified criteria (see
Note 2).

2. The cohort identification process is often challenging due to
heterogeneous data sources, lack of standards, and wealth of
unstructured text. Recent efforts in “EHR-based phenotyp-
ing” have been focused on the development and validation of
standardized phenotyping algorithms [48, 49]. For example,
Phenotype KnowledgeBase (PheKB) [50], developed as part
of the Electronic Medical Records and Genomics (eMERGE)
Network [51], includes algorithms for conditions such as cata-
racts, dementia, and type 2 diabetes mellitus. This latter algo-
rithm defines a set of data elements (e.g., lists of ICD-9-CM,
RxNorm, and LOINC codes associated with both type 1 and
type 2 diabetes mellitus), definitions (e.g., abnormal lab values
such as a hemoglobin Alc >6.0 %), and logic for identifying
cases and controls. Depending on the study, further criteria
could be applied such as limiting to patients with encounters
during a specified time period (e.g., January 1, 2012, to
December 31, 2012) or a specific age group (e.g., children
[<18] or adults [>18]).

3. Once the cohort has been identified, the next step is data
extraction. This process involves determining what data are
needed for those patients, what is available in the EDW,
and how to obtain and securely store the resulting dataset.
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H Billing Diagnoses [ICD-9-CM]

m Clinical Note

Date Codes

2010-10-14 | 250

2012-08-26 | 250_401.9

2013-04-07 | 250_401.9_585.4

250 = Diabetes mellitus; 401.9 = Unspecified essential hypertension; Consult Note (Excerpt)
585.4 = Chronic kidney disease, Stage IV (severe)

HISTORY OF PRESENT ILLNESS: This is a 72-year-old
female with a past medical history of chronic kidney disease,

u Problem List [SNOMED CT]

stage 4; history of diabetes mellitus; diabetic nephropathy;
peripheral vascular disease.

Name Code Status Onset Date PAST MEDICAL HISTORY:
Diabetes mellitus type 2 | 44054006 Active 2010 1. Diabetes mellitus type 2.
Hypertension 38341003 Active October 2012 2. Diabetic nephropathy.

Obesity 414916001 [ Resolved 3. Chronic kidney disease, stage 4.
Hyperlipidemia 55822005 About a year ago 4. Hypertension.

n NLP-Extracted Concepts from Clinical Note [UMLS)

SOCIAL HISTORY: Negative for smoking and drinking.

MEDICATIONS: NovolLog 20 units with each meal, Lantus 30

Semantic Type units at bedtime, Crestor 10 mg daily, Lasix 20 mg daily.

Preferred Name Code
Diabetes mellitus type 2 C0011860 | Disease or Syndrome
Diabetic nephropathy C0011881 | Disease or Syndrome

Chronic kidney disease stage 4

C2317473 | Disease or Syndrome

Hypertension

C0020538 | Disease or Syndrome

Hypercholesterolaemia

C0020443 | Disease or Syndrome

Hyperlipidaemia

C0020473 | Disease or Syndrome

Fig. 2 Example EHR data—billing diagnoses (a), problem list (b), and NLP-extracted concepts (¢) from clinical
note (d; content adapted from [52])

For the diabetes comorbidity study, potential data types
include billing diagnoses where a single patient encounter
may be associated with multiple ICD codes (Fig. 2a); prob-
lem lists where an entry may be associated with a name and
code (from ICD or other coding systems such as
Systematized Nomenclature of Medicine—Clinical Terms,
SNOMED CT), status (e.g., active, inactive, or resolved),
onset date, and other information (Fig. 2b); and clinical
notes that typically include information such as note type
(e.g., progress note, consult note, or discharge summary)
and author type (e.g., attending or resident) as part of the
metadata (Fig. 2d; adapted from [52]). Each of these data
types offers a unique perspective (e.g., administrative vs.
clinical and structured vs. unstructured) and could be ana-
lyzed individually for comparison or collectively.

4. As part of the formal EDW data request, the request type

(e.g., aggregate, de-identified, or identified dataset), data
types, specific data elements, and any additional restrictions
should be provided for creating the data extract (see Notes 3
and 4). These additional restrictions could include retrieving
billing diagnoses for a specific time period (e.g., last 5 years),
limiting to active problem list entries, and obtaining only the
most recent consult note. Depending on the request type, the
resulting dataset should be stored in the appropriate environ-
ment for further analysis (se¢ Note 4).
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3.4 Preprocessing Once the dataset is obtained, major preprocessing tasks include
de-identification, data cleaning, and data enrichment.

1. In some cases, the dataset may already be de-identified; how-
ever, in other cases, there may be a need to perform de-
identification if the dataset includes any of the 18 Protected
Health Information (PHI) elements as defined by the Health
Insurance Portability and Accountability Act (HIPAA) in the
United States (see Note 4).

2. Data cleaning involves a set of tasks for handling noisy, incom-
plete, and inconsistent data in order to improve data quality
(e.g., completeness, correctness, concordance, plausibility,
and currency [53]) [54]. While EHR systems include error
checking and other functionalities for improving data entry in
some areas, there is still the possibility for erroneous and miss-
ing values. For example, in a dataset containing ages, there
may be invalid values (e.g., “1BC” or “1.5.67”), outliers (e.g.,
“~100.0” or “1000000”) or missing or null values. Depending
on the intended use, options include keeping these cases (e.g.,
if the study goal is to identify comorbidities for the cohort as a
whole) or removing these cases (e.g., if the goal is to compare
comorbidities based on particular age groups).

3. In cases where data originate from different sources, there may
be variation in content and format where standards could play
a key role in facilitating data integration (se¢e Note 5). For
example, use of different timestamp formats (e.g., January 1,
2013, vs. 01,/01,/2013) where a standard like ISO 8601 for
the representation of dates and time could be used (e.g., YYYY-
MM-DD or YYYYMMDD) [55]. Another example of refor-
matting is separating data that may be concatenated within a
single field such as in Fig. 2a where each diagnosis (represented
by an ICD-9-CM code) is delimited by the “_” character.

4. Data envichment is focused on enhancing the dataset, which
may involve NLP, standards, and other external sources such
as the Unified Medical Language System (UMLS) [56]. For
datasets including unstructured data, NLP techniques can be
used to extract, structure, and encode disease and other infor-
mation from clinical notes (either the entire note or particular
sections within the note) with UMLS concepts (see Notes 2
and 5). Figure 2¢ depicts the UMLS concepts (represented by
Concept Unique Identifiers [CUI]) and semantic types identi-
fied from the Past Medical History section of the clinical note
in Fig. 2d.

5. As described earlier, billing diagnoses, problem lists, and clini-
cal notes can each provide disease information; however, there
may be challenges integrating these sources due to use of
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different coding systems (e.g., local terminology vs. ICD-
9-CM vs. SNOMED CT) and different levels of granularity
(e.g., “Diabetes mellitus” vs. “Diabetes mellitus type 27).
Resources such as the UMLS, which contains over 150 source
vocabularies and provides linkages between them (e.g., map-
pings between ICD-9-CM and SNOMED CT), can be lever-
aged to facilitate integration and potentially handle granularity
issues through the use of hierarchical relationships. For exam-
ple, for hypertension, ICD-9-CM code 401.9 and SNOMED
CT code 38341003 are linked through UMLS CUI C0020443
(Fig. 2a—c).

After completing the preprocessing tasks, the next step is to reduce
and convert the dataset in preparation for the data mining step.

1. Among the data reduction strategies are aggregation, general-

ization, and dimensionality reduction. In the context of the dia-
betes comorbidity study, a particular disease may be mentioned
multiple times in the billing diagnoses across encounters, repre-
sented at different levels of granularity in the problem list, and
mentioned throughout different clinical notes. If the interest is
only if the disease is present rather than when the disease was
present (e.g., patient had disease x at time y), then these multi-
ple occurrences could be aggregated into a single occurrence
(considering time and temporality is the focus of temporal data
mining [57], which is out of scope for this chapter).

. Generalization techniques can also be applied that involve

transforming specific values to more general ones using
domain concept hierarchies [58]. For diseases, this could
involve using customized disease classes defined by clinical
experts such as the PheWAS code groups for ICD-9-CM codes
[45, 59], existing classification schemes such as the Clinical
Classifications Software (CCS) for grouping ICD-9-CM codes
[60], or leveraging the hierarchies in terminological systems
such as ICD, SNOMED CT, and UMLS (se¢ Note 5). For
example, the ICD-9-CM hierarchy can be used to generalize
specific codes to 250.0 (as depicted in Fig. 3) whereas CCS
categorizes 250.00 and 250.01 (along with 10 other ICD-
9-CM codes) into “Diabetes mellitus without complications”
and 250.02 and 250.03 (along with 55 other ICD-9-CM
codes) into “Diabetes mellitus with complications.”

. Dimensionality reduction can be used to limit the number of

dimensions (or features or attributes) by only selecting or
transforming those that are essential to the analysis [61]. For
example, this could involve excluding attributes such as the
status associated with a problem or combining the status value
with the problem name (e.g., “Hypertension-Active” or
“Hypertension- Resolved”).
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250

Diabetes
mellitus

A

250.0

Diabetes mellitus
without mention of
complication

?

250.00

250.01 250.02 250.03

... typell or
unspecified type, not
stated as uncontrolled

... type I [juvenile
type], not stated as
uncontrolled

... type Il or
unspecified type,
uncontrolled

... type I [juvenile
type], uncontrolled

Fig. 3 Portion of ICD-9-CM hierarchy for diabetes mellitus

3.6 Data Mining

4. Depending on the data mining implementation, there may be
specific formatting requirements for the dataset. To accom-
modate these and other implementation-specific require-
ments, data conversion needs to be performed. For example,
the dataset may include one row per disease per patient
whereas a specific data mining tool requires a single row per
patient that includes the list of diseases separated by a particu-
lar delimiter (e.g., comma or tab).

Two primary goals of data mining are: (1) prediction for identify-
ing patterns for predicting future behavior based on past behavior
(e.g., as reflected in historical data) and (2) description for identify-
ing patterns and relationships in data for further exploration [18,
62]. Predictive tasks include classification, regression, and time
series analysis, while descriptive tasks include clustering, associa-
tion rules, and sequence discovery. Given the broad array of meth-
ods and algorithms associated with each of these tasks, this section
focuses on association rules. For comprehensive reviews of data
mining methods that have been used in biomedicine and health
care, seerefs. 7,9, 63.

1. Several open-source tools are available for performing data
mining tasks and visualizing the results, including Weka and R
that can be used for association rule mining [64, 65].

2. Association rule mining (or association rule learning or associa-
tion rule generation) is a commonly used approach to discover
interesting relationships between items in large datasets [62,
66]. An important consideration is that association rules con-
vey co-occurrence relationships rather than causality but may
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3.7 Interpretation/
Evaluation

1.

serve as a first step for generating hypotheses relating to causal
relationships. Typically, association rule mining is performed
on a dataset that includes a set of “transactions” (e.g., patients)
where each transaction contains a subset of “items” (e.g., dis-
eases) referred to as an “itemset.” A number of algorithms exist
(e.g., Apriori, Eclat, and FP-Growth [67, 68]) where the gen-
eral algorithm is to first generate frequent itemsets (e.g., com-
binations of diseases that satisfy a specified threshold) and then
generate rules in the form of X=Y where X and Y are sets of
items (e.g., {Diabetes mellitus type 2}= {Hypertension} or
{Diabetes mellitus type 2, Hypertension} = {Obesity}).

. While support and confidence are common measures for

conveying the strength of each rule, there are a number of other
established “interestingness” measures that can be used [69, 70].
For example, in a comparison of five common measures (support,
confidence, chi-square [ »?], interest [or lift], and conviction), »*
appeared to produce more accurate relationships [42] and has
been the primary statistic used in several studies related to discov-
ering disease associations in the EHR [36, 38, 41 ]. Other studies
have used measures such as odds ratio [12, 13], relative risk [71],
and relative reporting ratio [72].

A known challenge of association rule mining is the potentially
intractable search space due to the generation of large num-
bers of rules that may be redundant or irrelevant [68].
Numerous algorithms and techniques exist for addressing
these issues that involve filtering or pruning rules to produce a
more limited and valid set of rules for further review. For
example, as was described in Subheading 3.5, generalization
techniques can be used to generate rules at different levels of
granularity using concept hierarchies.

. Another important consideration is ensuring that potentially

important rules are not missed due to setting thresholds that
are too high (e.g., for support and confidence values). This is
known as the “rare item problem” where a variety of tech-
niques have been proposed such as using multiple minimum
support values [73].

Different visualization technigques can be used to facilitate
exploration of the resulting patterns. For example, the ability
to review and interact with patterns represented in a graphical
network can provide the “big picture” as well as allow users to
focus on particular parts of the network. There are a number
of open-source visualization tools (e.g., GraphViz [74] and
Cytoscape [75]) as well as data mining tools that include visu-
alization (e.g., Weka [76] or Orange [77]).

For assessing the validity of patterns, one or more clinical
experts are often involved who manually review the patterns
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(all or a subset) to determine if each one is “known” or
“unknown” (and thus potentially novel) as well as provide any
interpretations or explanations. For example, in a study
focused on identitying disease-finding associations in discharge
summaries, the evaluation involved having two experts cate-
gorize each association as a “direct association,” “indirect
association,” or “non-association” [36, 37].

. Other validation approaches involve the use of established

medical knowledge sources such as biomedical literature (e.g.,
PubMed/MEDLINE and CINAHL) and medical references
(e.g., Micromedex and UpToDate). In one published study,
searches for supporting literature in PubMed/MEDLINE
were conducted for both well-known and unknown (or poorly
known) disease associations identified from free-text problem
list entries [13]. Another pair of studies involved the use of
the Lexi-Comp drug reference database, Mosby’s Diagnostic
and Laboratory Test Reference, Harrison’s Principles of
Internal Medicine, eMedicine, and UpToDate to validate
disecase—drug and disease—laboratory associations generated
from structured EHR data [42, 43]. Other studies have
involved comparing disease—disease and disease—drug associa-
tions generated from EHR data with those obtained from bio-
medical literature using text mining approaches [12, 38, 39].

. For the diabetes comorbidity study, a search for “Diabetes

Mellitus, Type 2”[mh] AND “Hypertension”[mh] returns
almost 6,000 articles (as of September 18, 2013), thus sug-
gesting support for this association in the literature. Manual
review of a subset of these articles would then be required to
fully validate an association between these two diseases.

4 Notes

. EHR Systems: As described in the 2003 Institute of Medicine

report on “Key Capabilities of an Electronic Health Record
System,” criteria for these systems include the following: (1)
improve patient safety, (2) support the delivery of effective
patient care, (3) facilitate management of chronic conditions,
(4) improve efficiency, and (5) feasibility of implementation
[22]. To address these criteria, eight categories of core func-
tionality for an EHR system are defined: (1) health informa-
tion and data, (2) result management, (3) order entry/
management, (4) decision support, (5) electronic communi-
cation and connectivity, (6) patient support, (7) administrative
process, and (8) reporting and population health management
[22]. Options for EHR implementation range from home-
grown (e.g., StarChart/StarPanel at Vanderbilt University
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Medical Center [78]) to commercial (e.g., Cerner [79] and
Epic [80]) to open-source (e.g., OpenVista [81]) systems.
While organizations such as Health Level 7 (HL7) [82] have
been actively involved with defining and developing EHR
standards, there is often variation in features and functions as
EHR products evolve where particular systems may be more
advanced in some areas than others [25]. In addition, an insti-
tution may have multiple EHR systems (e.g., one vendor for
inpatient and another for outpatient) and institution-specific
customizations may lead to variations in how and where data
are collected. In considering secondary uses such as research,
the heterogeneous nature of EHR systems needs to be consid-
ered and accounted for.

. NLP: Automated methods such as NLP enable a new level of

functionality by providing a means to extract, encode, and
structure relevant information from free text in a timely fash-
ion [83]. With respect to healthcare data, the development
and use of NLP tools can facilitate the capture and exchange
of essential information for a variety of subsequent uses rang-
ing from patient care to quality reporting to research. A variety
of NLP algorithms and systems have emerged over the last few
decades to support the tasks of extracting information cap-
tured within clinical (e.g., discharge summaries and progress
notes) and biomedical (e.g., literature) text for EHR enrich-
ment, decision support, surveillance, terminology manage-
ment, and text mining [ 84 ]. Many of these systems are focused
on extracting named entities (e.g., diseases, medications, or
procedures), identifying contextual information such as nega-
tion and temporality (e.g., “no hypertension” and “myocardial
infarction five years ago”), and may also provide mappings to
an appropriate standard such as ICD-9-CM, SNOMED CT,
and UMLS [85, 86]. This standardized encoding of informa-
tion provides domain knowledge and is essential for promot-
ing interoperability and facilitating subsequent analyses such as
data mining (see Note 5). Example systems include Medical
Language Extraction and Encoding (MedLEE) system devel-
oped at Columbia University [87-89], MetaMap from the
National Library of Medicine [90], clinical Text Analysis and
Knowledge Extraction System (cTAKES) released by the Open
Health Natural Language Processing Consortium [91], and
Health Information Text Extraction (HITEx) that is part of
the i2b2 framework [92] (see Note 3).

. Data Warehouses: In recent years there has been increased

attention to the development and use of data warehouses that
integrate administrative, clinical, biomedical, and research
data from EHR and other systems. Depending on the institu-
tion, different names may be used such as Clinical Data
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Warehouse, Research Data Warechouse, EDW, Integrated Data
Warehouse, or Integrated Data Repository [26]. One promi-
nent example is the i2b2 (Informatics for Integrating Biology
and the Bedside) framework that has been adopted by over 60
academic health centers nationally and internationally [93].
The open-source i2b2 platform can be used for de-identified
cohort discovery and hypothesis testing by researchers as well
as for creation of identified datasets with the requisite approv-
als (see Note 4). To enable federated queries between 12b2
instances, Shared Health Research Information Network
(SHRINE) implementations can be created for data sharing
and cohort identification across institutions [94]. In addition
to i2b2, other examples include the Synthetic Derivative at
Vanderbilt University [95], Stanford Translational Research
Integrated Database Environment (STRIDE) at Stanford
University [96], the Enterprise Data Trust at Mayo Clinic
[97], Biomedical Translational Research Information System
(BTRIS) at the National Institutes of Health [98], and
Translational Research Informatics and Data Management
Grid (TRIAD) at Ohio State University [99]. Many of these
systems provide an interface that allows researchers to first
search for cohorts based on specified criteria (e.g., demo-
graphics, ICD diagnosis codes, and CPT procedure codes).
After a cohort has been identified, there is typically a formal
request and approval process for obtaining a data extract con-
taining de-identified or identified data (sec Note 4).

. Data Privacy and Security: With the increased sharing and use
of electronic health data for research purposes, attention to
data privacy and security issues is essential [100-103]. In the
United States, the Health Insurance Portability and
Accountability Act (HIPAA) is aimed at protecting the privacy
of an individual’s health information [104]. HIPAA includes
two major rules: (1) Privacy Rule that governs the use and
disclosure of PHI and (2) Security Rule that specifies a series
of administrative, physical, and technical sateguards. Following
the HIPAA DPrivacy Rule, a “de-identified” dataset is one
where the 18 defined PHI elements (e.g., names, addresses,
dates, ages, and unique identifying numbers) are removed
using either the safe harbor method or expert determination
while a “limited” dataset involves removal of 16 of these ele-
ments and maintains dates and geographic information [105,
106]. For datasets including unstructured data (e.g., clinical
notes), text de-identification approaches are needed to remove
or mask these PHI elements [107]. While a de-identified or a
limited dataset typically include codes or “pseudonyms” for
enabling re-linkages to individuals if needed, an “anonymized”
dataset does not maintain any linkages [ 108 ]. However, despite
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the use of de-identification and anonymization techniques, there
may still be risks of misuse and re-identification [109]. Thus,
researchers have the ethical and legal obligation as well as the
responsibility to adhere to both local and federal regulations in
the protection of human subjects and responsible conduct of
research, including receiving the requisite training and con-
ducting research in a HIPAA-compliant environment. For
institutional data warehouses (se¢ Note 3), there are typically
several categories of requests that align with different levels of
privacy: aggregate counts, limited dataset, de-identified data-
set, and identified dataset [110]. Each of these request types
may be associated with a set of required approvals (e.g., IRB)
and forms (e.g., Data Use Agreement [DUA]).

5. Standards. To support semantic interoperability, there is a
need for common representations and use of vocabulary stan-
dards for specifying the syntax and semantics of health infor-
mation [111,112]. Vocabulary standards include International
Classification of Diseases (ICD) for diagnoses where the tran-
sition from ICD-9-CM (Ninth Revision, Clinical Modification)
to ICD-10 is under way [113]; Current Procedural
Terminology (CPT) for procedures [ 114 ]; LOINC for labora-
tory and other clinical observations [115, 116]; RxNorm for
clinical drugs and drug delivery devices [117, 118]; SNOMED
CT for comprehensive coding of health information [119];
and Medical Subject Headings (MeSH) for indexing biomedi-
cal literature [120]. The aforementioned standards are among
the 150 source vocabularies integrated within the UMLS
Metathesaurus, developed at the National Library of Medicine,
that includes millions of concepts and their relationships, thus
providing linkages between the source vocabularies [56, 121].
Complementary resources such as the BioPortal maintained
at the National Center for Biomedical Ontology (NCBO)
offer additional concepts from those vocabularies that may not
be part of the UMLS [122, 123].
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