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Cyber Legibility Primer Statement of Intent

This Critical Challenge Project (CCP) addresses the lack of understanding inherent between private
industry and the DoD and argues that not just a whole of government, but a whole of society approach
is necessary for national security as it pertains to the cyber domain.

The desired end state of my CCP results in the development, publication, and promulgation of a cyber-
legibility primer. Legibility refers to the state of understanding of an individual or group. Current
operations in cyberspace are often either too technical or too fledgling to be universally understood,
limiting their usefulness amongst state and non-state actors. This primer, or guide, is based upon the
belief that enhanced cooperation between private and public industry provides mutual support and
serves as an adjuvant to national security because it fosters understanding and facilitates decision-
making.

The primer is written in six parts. Part | introduces the nature of cybersecurity and gives special
recognition to previous work which was instrumental in the creation of the primer. Part Il introduces
several key characteristics including: comparative advantage, offense, defense, substrates, as well as the
environmental characteristics of complexity, uncertainty, and ambiguity. Part Il analyses four key
principles of successful conduct within the operating environment. The four principles of leadership,
cooperation, governance, and safeguards are followed by a breakdown of enablers in Part IV. Parts Il
and IV build upon existing international regime theory and offer up a new construct by synthesizing
existing theory with proposed principles and enablers. V examines three key challenges which leave
state and non-state actors vulnerable. The three challenges, cyber legibility, unity of effort, and
planning are discussed in general throughout the paper, but are explored in detail in Part V. The paper
concludes with recommendations in Part VI and distinguishes between recommendations pertaining to
people, process and technology.

The cyber legibility primer will address capabilities within the various sectors as well as what limitations
exist. The primer will analyze policy and technological constraints as well as legal restraints. The primer
will be written at the unclassified level and although it is intended for a wide audience, it is specifically
written for those with cybersecurity in mind. Finally, the ultimate goal of the cyber legibility primer is to
enhance security through improved understanding and informed decision-making amongst private
sector and government personnel.
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Cyber Challenges and Adjuvants

Partl:
Introduction

The ubiquitous information environment requires a mental construct capable of addressing
challenges to appropriate stakeholders. Existing constructs focus on technical characteristics such as
network integrity, defensive, and offensive operations on the one hand and archetypal regimes to
include realism, liberal institutionalism, and constructivism on the other. However, a holistic approach
must lay more credence to effective cyber governance education, informed leadership, transparent
public-private partnerships and lasting international cooperation.

The purpose of this paper is to improve mutual understanding and decision-making by
establishing principles, identify enablers, and provide recommendations to existing mental constructs of
the cyber domain in order to give stakeholders the ability to make better decisions in a complex,
uncertain, and ambiguous environment. After examining several environmental conditions, the paper
introduces four key principles: Leadership, Cooperation, Governance, and Safeguarding. These
principles are enhanced by several enabling functions to include education, standardization,
communication, stakeholder engagement, unity of effort and strategic context. While this list is not
representative of all enablers, they are the most important. The paper highlights several challenges and
concludes with a list of practical recommendations. Combined these principles, enablers, and
recommendations enhance the current understanding of shared expectations about appropriate
behavior, or norms.

Put another way, they enhance existing mental and physical constructs within the cyber domain

by serving as an adjuvant to stakeholder decision-making. In medical terms, an adjuvant is a substance



that improves the effectiveness of a vaccine by “improving the body’s response to a vaccination.”?
While an adjuvant substance does not improve the immune system itself, when used in conjunction with
a vaccine, adjuvants ensure that the body develops enough antibodies to protect itself from the
targeted germ.? In other words, adjuvants do not produce immunity, but they do trigger better results
in vaccines administered to fight against foreign pathogens. Applying this concept to the cyber domain,
the following principles, enablers, and recommendations serve as stimulants to augment established
principles and will have an adjuvant effect on decision-making. These adjuvants enhance the existing
regime complex. For the remainder of this paper, the Enhanced Regime Complex, or ERC, will be used
to describe the adjuvant effects of principles, enablers, and recommendations on the current regime
complex.

The paper is both informative and prescriptive, and like its predecessors, it does not assume to
be complete. Indeed, the very nature of an adjuvant supposes that immunity cannot be achieved by
itself. As such, these adjuvants draw upon existing policy, memoranda, orders, and directives with the
express purpose of shaping future decision-making. It fulfills this task by providing stakeholders with
the means to develop a statement of intent that guides decision-makers with the ways to implement
informed decisions and establishes a framework for stakeholders to achieve mutually-beneficial ends

irrespective of regime type.

Previous Work3

In 2014, Joseph Nye published a paper with the purpose of “mapping cyber governance using
regime theory.”* Beginning with Stephen Krashner’s definition of regimes, that is those “principles,
norms, rules and procedures that govern issue areas in international affairs,”> Nye outlines stakeholder
interactions through various aspects of cyber governance to include standards, content control, and

human rights® and identifies early on that insecurity results from the combination of low barriers of



entry as well as the fact that offense is cheaper than defense.” Recognizing the difficulty of having to

protect the Internet for users to benefit from while also protecting users from what may come through

the Internet, Nye examines advantages and disadvantages of differing regime constructs. Flexibility of

the multi-stakeholder approach which stresses a collective approach to decision-making is contrasted

against authoritarian regimes who'’s control over portions of the cyber domain serve as their primary

characteristic.

Figure 1: Regime Complex as described by Joseph Nye*
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*Sources: Image developed by Author. Content is from Joseph S. Nye, Jr., “The Regime Complex for Managing Global Cyber
Activities,” Global Commission on Internet Governance, Center for International Governance Innovation and the Royal Institute for

International Affairs, (Chatham House: May 2014), p8.

Nye rejects the notion that any one regime theory (realism, liberal institutionalism, or

constructivism), alone can best describe actions in cyberspace and concludes that the likelihood of single

regime adoption worldwide for all cyberspace is low resulting from conflicting interests amongst



stakeholders.® Using the concept of a regime complex, or an informal and on occasion fragmented set
of regimes, Nye, maps out a wide range of actors and activities (Figure 1). Separating the various layers
of connectivity, his regime complex encourages a broad approach to understanding cyber governance in
the global context. When mapping the Regime Complex as a whole, Nye is deliberately incomplete, in
part because he recognizes the limitations of heuristic best practices.’® Additionally, however, the
environment he attempts to describe is extremely dynamic and he articulates four key dimensions of
cyber issues: depth, breadth, fabric, and compliance (Figure 2). As they pertain to norms, depth refers
to the “degree of coherence of a set of norms...breadth refers to scope of the number state and non-
state actors that have accepted the norms...fabric refers to mix of state and non-state actors in an issue

area...[and] compliance: how widespread is the behavioral adherence.”°

Figure 2: Key Stakeholder Engagement Relative to Outcome Characteristics*»

Regime Key Stakeholder Dimensions of Cyber Issues
Construct Engagement Depth Breadth Fabric Compliance
Information Exchange
Between Coalitions High High Mixed High
Linkage- of Like-Minded States
Centric Information Sharing
Between Non-Like- Medium Medium Tight Mixed
Minded States
Fragmentation- Balkanization Medium Low Tight Mixed
Centric Splinter-Net Low Low Loose Low

*Source: Developed by Author with the following additional references: “Depth,” “Breadth,” “Fabric,” “Compliance,” and Key
Stakeholder Engagement Types are derived from Joseph S. Nye, Jr., “The Regime Complex for Managing Global Cyber Activities,”
Global Commission on Internet Governance, Center for International Governance Innovation and the Royal Institute for International
Affairs, (Chatham House: May 2014).

ANote: Joseph Nye, describes topical issues using the four dimensions, however, the author of this paper has chosen to exchange
cyber issues with key stakeholders, to demonstrate the utility of the four dimensions.



Part Il:
Characteristics

1. Comparative Advantage: A Discussion on Offense and Defense

Operations in cyberspace are challenging the fundamental theory of war that a defensive
position is stronger than an attack.'! Increasingly, cybercriminals, state sponsored hackers, and other
malicious actors find ways to circumvent or defeat defensive measures designed to keep them out.
While the cost to the attacker is low, the damage sustained by an organization is disproportionately
higher, often extending beyond the walls of the organization itself. Critical analysis reveals, however,
that successful offensive attacks in cyberspace are made possible by ineffective leadership and poor
management of cyber security assets within organizations that are attacked. This reinforces the notion
that warfare has not changed. A defensive position can still be more advantageous than an offensive
one regardless of the domain in which attacks occur. In cyberspace, however, attackers can gain a
comparative advantage over defenders from better use of people, processes, and technology.

In the physical world, the advantages of a defensive posture are best described in Carl von
Clausewitz’s book, On War. A nineteenth century military theorist, Clausewitz defined the defense as a
slow and methodical®? period of waiting®® intended to preserve forces* with the goal of returning to the
offense.’ He argues that defense is the stronger position because the passive act of waiting, as a
function of preservation, is less costly and easier to conduct than the active purpose of the offense:

victory.1®



Strengths demonstrating Clausewitz’s theory have occurred throughout history. For example,
during the Peloponnesian War, Syracusan forces in defense of their city-state had intimate knowledge of
key terrain, which the attacking Athenian lacked. The Athenians fought in unknown terrain that often
resulted in the delivery of imperfect information, the dispersion of forces, and vulnerability to discovery
and counterattack.'’ In contrast, the defense enabled Syracusans to leverage their knowledge of the
local terrain to build effective walls, patiently wait, and plan counterattacks. Although, defense of the
city restricted the Syracusan’s freedom of movement, their posture supported interior lines of
communication.

Operations in cyberspace achieve greater speed, scale, and surprise than are possible in the
physical world. The Athenians’ attack on Syracuse took months and ended in defeat, while attacks in
cyberspace often occur faster than they are even detected. Further complicating the problem is that the
scale of an attack does not necessarily increase detection rates and range from large data breaches on a
single server to multiple smaller breaches that can add up over time. In 2011, for example, Visa
estimated that small credit card data breaches accounted for 95 percent of their total credit card
breaches.’®

The increasing number of successful cyberattacks that go undetected lays credence to the
argument that offense is the stronger posture in cyberspace. Despite these successful attacks, however,
none demonstrate that offense is the stronger position because while speed, scale, and surprise affect
offensive operations, they have a similar impact on defensive operations. Successful offensive
operations derive a comparative advantage over defenders from their better use of people, process, and
technology.

Historically, advantages in the offense have included surprise, movement, and the ability to
maneuver forces around defenses as necessary. Conversely, advantages in the defense included better

knowledge of terrain and more robust means of communication. Such distinctions no longer apply to



attacks in cyberspace, however, since the same potential advantages are available to both sides to

achieve victory. What does exist is a comparative advantage of attackers in the offense. Clausewitz
stated that comparative advantage exists when an attack is costlier for one side than the other.?® In
cyberspace, the offense maintains a comparative advantage over the defense in three areas: people,

process, and technology.

People

First, people can provide a comparative advantage in offensive cyberspace operations if they
achieve more effective collaboration and use of talent than the frequently poor leadership and human
error in the defense. As a result, offensive attacks are often more successful because the attackers are
more organized than the entity being attacked.

Warwick Ashford of Computer Weekly points out that in many instances, attackers collaborate
with one another more effectively than the organizations being attacked and suggests that organizations
must avoid the urge to assign all aspects of cyber security to an individual.?® Instead, Ashford argues
that effective cybersecurity requires more collaboration at all levels.?! Moreover, collaboration must be
expansive. Simple partnerships between similar organizations are insufficient. In 2015, for example, the
U.S. Treasury department conducted an exercise known as the Hamilton Series. Financial experts
discovered that a previously developed “buddy bank” system, in which two local branches agree to
assist each other’s customers in a crisis, failed to prevent the erosion of consumer confidence.??
Effective alliances must ensure mutual and harmonious support, a concept that attackers have so far
exploited better. In many instances, offensive actions owe their success to governments that endorse
attacker efforts such as the Russian espionage group known as “Fancy Bear.” Alternatively, governments
conduct attacks without the use of proxy groups, as was the case when North Korea hacked Sony

Pictures Entertainment in retaliation for the release of the film The Interview.??



Acquiring the best talent is another concern. Robert Hannigan, a former head of the United
Kingdom’s security and intelligence organization known as the Government Communications
Headquarters, argues current cyber security hiring practices fall short for three reasons: age, gender,
and cost. Identification of talent, Hannigan states is unsustainable if consideration only goes to males in
their twenties, adding that hiring practices will be unsustainable if the primary method for hiring is to
poach talent from other organizations using increasingly larger salaries.?* The consensus of cyber
security planning suggests hiring should focus on quality rather than scale. In 2012, the Federal
Communications Commission (FCC) produced a Cyber Security Planning Guide, which outlines a hiring
process designed to properly vet potential candidates to preserve the quality of employees.®

While collaboration and talent acquisition serve as force multipliers for offensive cyber-attacks,
human error and poor leadership negatively impact defensive measures. As stated in the Harvard
Kennedy School’s Cybersecurity Campaign Playbook, human error facilitates most successful cyber-
attacks.?® The majority of human error is preventable and results from either ignorance or neglect,
rather than the notion that the offense is inherently stronger than the defense. To mitigate human
error, the Cybersecurity Campaign Playbook provides a simple list of the top five actions necessary for
effective cyber security: setting the tone; use of two-factor authentication; use of strong passwords;
ensuring a continuous and iterative approach to planning; and backing-up an organization’s data and
preparation. The first four are nearly free. The fifth recommendation, use of the cloud to backup and
store data is relatively low cost when compared to what might result in the event of a successful
attack.?’” In many high profile cyberattacks, such as 2017’s Equifax data breach, organizations employed
one-off defensive measures and did little to ensure proper updates were maintained.®

The most important human factor shortfall in the defense has been poor leadership. The ability
to inculcate security into the organization’s culture begins with the leadership’s ability to foster a

climate in which information security plays a leading role. Leaders must set the example by providing



clear guidance and assuming a visible role. Many existing organizations mistake management for
leadership. Instead, organizations must think in terms of leading people and managing things.
Additionally, the FCC’s Cyber Security Planning Guide suggests that leadership and collaboration go hand
in hand and calls for business leadership to work alongside technical expertise when developing

defensive strategies.?

Process

The second potential comparative advantage of the offense over the defense in cyberspace has
resulted from insufficient processes. For preservation to occur, a defensive process or framework must
be guided by strategy. The National Institute of Standards and Technology (NIST) suggests a sound
cybersecurity process can be achieved by incorporating five steps: identify critical functions and risk that
are consistent with an organization’s strategy; protect an organization by implementing safeguards;
develop effective detection methods; ensure response is proportional to the threat; and finally, develop
an appropriate recovery plan to ensure organizational resilience.>® Unfortunately, many organizations
fail to adhere to these recommendations. In the Equifax breach, the company failed to patch known
vulnerabilities in a timely manner and while much of this resulted from poor leadership, the neglect
could have been avoided by adherence to an established cybersecurity framework.

In most instances, however, laws restrict defensive cyber operations whereas most cyberattacks
are conducted outside legal constraints. For example, financial services companies must meet payment
card industry compliance requirements and healthcare organizations must comply with Health
Insurance Portability and Accountability Act guidelines.3! While some defensive postures prove
effective, they are too often the result of autocratic state involvement. For example, the Chinese

Communist Party fosters “social credit” by collaborating with app developers to provide mobile-based
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services such as mobile bank pay. While these services are designed for convenience, they also track
users and impinge on privacy.3?

Still, defensive measures that focus only on prevention are insufficient. True mitigation requires
an organization to transition out of the defense. Clausewitz called this transition “the flashing sword of

vengeance,”

whereby a defense transitions to offensive operations. The concept of transitioning out
of the defense is a critical component to Clausewitz’s argument, first because it emphasizes the
interrelationship between offense and defense to achieve victory. Second, transition is important
because it demonstrates that objectives cannot be achieved through a defensive strategy alone.?*
Short of government institutions, however, legal constraints prohibit most organizations from
conducting offensive operations. Peter Cooper draws from military tactics to suggest in the Journal of
Law and Cyber Warfare, that private organizations can conduct what the Department of Defense calls
‘active defense.’® Active defense is the use of specific means to counter enemy actions in a specific
area.?® What defenders can do, Cooper argues, is be proactive and predetermine where the enemy is

likely to attack next. Short of transition, organizations must better plan for continuity and ensure that a

viable continuity of operations plan, or COOP, exists and is trained to.

Technology

Finally, the third comparative advantage that the offense has enjoyed is technology.
Comparative advantage results from better integration of technology with elements of people and
process to achieve objectives. By integrating technology into a larger strategy to include people and
process, adversaries in the offense can exploit both human and technical vulnerabilities. In doing so, the
defense is forced to address offensive attacks that are not only difficult to prevent, but are also
increasingly complex, which makes them more difficult to understand.?” For example, Magnus Revang

of Gartner, an American research and advisory firm specializing in information technology, suggests that
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while offensive deception attacks like fake news are conducted using artificial intelligence (Al), they are
also the result of training people to develop more believable fake news.3®

In contrast, poor defensive operations exist when a defensive strategy is based entirely upon a
specific technology. Both NIST and Harvard’s Cybersecurity Campaign Playbook acknowledge this
tendency and write cyber security frameworks to ensure that specific technologies are integrated with
both people and process. Michael Handel, a former professor of U.S. naval strategy at the U.S. Naval
War College uses the term ‘tacticization of strategy’*® to describe the tendency of an organization to
regard a low-cost system or weapon as a strategy rather than viewing it as a component limited to a
specific task. When a defensive strategy uses technology, but is absent people and process, all that is
required of the offense is a more advanced technology to overcome it. Sharon Thiruchelvam of
Raconteur, argues that an arms race results since, according to Gartner, by 2020 Al will be sophisticated
enough to create fake news reports more quickly than defensive Al’s ability to detect and defeat them.*°

The analogy of an arms race highlights the danger of a defensive strategy based upon
technology alone. As a military strategist, Mao Tse-Tung warned against the overreliance of technology
in warfare and stated, “the so-called theory that ‘weapons’ decide everything, which constitutes a
mechanical approach to the question of war and a subjective and one-sided view...weapons are an
important factor in war, but not the decisive factor; it is people, not things that are decisive.”*
Instead, special training is required in the parts of organizations most likely to serve as the first

line of defense against attacks. With fake news, for example, an active defense includes training

helpdesk personnel to ensure that the source of inbound material has been authenticated.*?

Counterargument
Some may argue that the offense is naturally the stronger position in cyberspace because, in

contrast to kinetic conflict where signs of a possible attack become visible beforehand, this may not
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occur in cyberspace. This suggests that the effectiveness of defensive measures is directly proportional
to the degree of visibility of an attack. This logic assumes that inductive and deductive reasoning are
both prerequisites to a successful defense.

In the past, the defense was easier because it was typically known who your enemies were,
resulting in a certain kind of decision-making process. If the enemy was known, preparation of a
defensive position allowed for deductive reasoning. General rules could be developed resulting in
specific known conclusions. When deductive reasoning alone was insufficient, defenders could take
specific observations to draw general conclusions, referred to as inductive reasoning.

In cyberspace, however, attribution is the Achilles heel of cybersecurity. Determining who the
enemy is proves extremely difficult because of an increased ability to use deception and disguise.
Absent an understanding of who the enemy is, it becomes impossible to develop a tailored defense
based upon known conclusions about the enemy as is the case when employing deductive and inductive
reasoning. Using the Sony hack as an example, in the backdrop of heightened tensions between the
United States and North Korea, Sony lacked effective reasoning tools, which led to an ill-prepared
defense against North Korean retaliation is response to the film, The Interview.*

While the degree of visibility to a pending attack is more difficult, the development of effective
defensive measures does not require deductive and inductive reasoning alone. Louis Pasteur, a French
microbiologist and inventor of the process of Pasteurization, once noted that “where observation is
concerned, chance only favors the prepared mind.”** Pasteur understood, that brilliant insights require
preparation. Similarly, organizations today must plan for defense in cyberspace with a “prepared mind”.
A function of the prepared mind is abductive reasoning, which uses incomplete observations to make a
best prediction or guess about what the enemy would do. Abductive reasoning is best for countering

deception attempts since it is more expansive and considers as many outcomes as possible.

13



Comparative Advantage Outlook

Although attackers have maintained a comparative advantage over defenders in cyberspace resulting
from the better use of people, process, and technology during an attack, a defensive position can be
more advantageous than an offensive one regardless of the domain in which the attack occurs. For
now, the attack is more advantageous because the concept of defense has been disorganized and
incomplete and defenders have not yet grasped that comparative advantage can be negated by
whomever is more organized and more collaborative. While former hacker Kevin Mitnick argues that
“only amateurs attack machines; professionals target people,” ** this is only partially correct. Active
defense requires the simultaneous use of people, process, and technology. Similarly, Clausewitz stated
that various forms of defense are dependent upon factors such as fortresses, the people, and alliances,*®
but effective defenses require active management (active defense) as well as the prepared mind of

leadership, without which capabilities could emerge as critical vulnerabilities.

2. Cyberspace Substrate*’

One peculiarity pertaining to cyber domain is in the name itself. A ‘domain’ is by nature
restrictive and the word literally confines mental constructs. The term ‘domain’ is administratively
convenient, particularly for government organizations. For example, the Joint Publication 3-12 on
Cyberspace Operations does not distinguish between the cyber domain and cyberspace stating that
cyberspace is one of five interdependent domains, the others being the physical domains of air, land,
maritime, and space.”*® Scholars such as Daniel Kuehl align cyberspace and cyber domain even more
bluntly stating cyberspace is “an operational domain framed by use of electronics to...exploit

information via interconnected systems and their associated infra structure.”*°
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Foremost, cyberspace is a substrate not a domain. A substrate is a material upon which others
act. To conceptualize this, consider for a moment an enzyme growing inside a laboratory petri dish. It
grows up and out and given enough time, can extend beyond the walls of the dish. In a sense,
cyberspace constitutes a digital petri dish in which others act. While the concept of domain is
restrictive, the key characteristic of a substrate is pervasiveness. But, while the substrate is by nature
more pervasive, using current mental constructs the cyber domain is more holistic because it includes
additional layers beyond simply the logical layers of the cyberspace substrate. Physical aspects of the
cyber domain include geographic location and hardware such as undersea cables. Organizational
aspects are also included, such as government policy, law, and supervisory layers. The physical,
organizational, and logical aspects comprise the cyber domain, of which the cyberspace substrate is
simply a part.

Some may argue that the distinction between cyberspace and cyber domain is irrelevant
because the cyber domain encompasses additional aspects that the cyber substrate does not.
Understandably, the benefits to aligning cyberspace with existing domains streamlines decision-making.
The importance of the distinction, however, is that a substrate has characteristics that a domain does
not. First, factors such as attribution, speed, scale, and precision apply to the cyber substrate, but not
the cyber domain. Second, unlike a domain, whose operations often lead to capability partitioning (e.g.
the Air Force, with the air and space domains; the Navy with the sea domain), the pervasive nature of
the cyber substrate requires a measure of understanding with all domains beyond what is necessary
between other domains.

What results is a required change to existing cyberspace mental constructs. Rather than
thinking of the substrate in just logical terms, cyberspace should be considered across all aspects of
regimes. Doing so facilitates, stakeholder engagement across multiple disciplines, which prevents the

stove-piping of ideas and information.
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Figure 3: Cyber Domain Relative to the Cyberspace Substrate
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3. Complexity, Uncertainty, and Ambiguity

Three key characteristics of the cyber substrate inhibit the ability to establish order across

regimes of any type. Complexity, uncertainty, and ambiguity. Complexity refers to the manner in which

aspects of the ERC are interdependent. Uncertainty is the state of awareness where the state of

something within the ERC is unknown. Uncertainty can pertain to the type of consequences, the

likelihood of occurrence (often expressed in terms of probability), the severity of the consequences, and

the location of, or the time during which these consequences may occur.>® Ambiguity refers to the

16




quality of being open to different interpretations resulting in unique perspectives and/or divergent
actions between ERC stakeholders.

All three characteristics influence the decision-making environment. Depending on the type of
actor, however, these characteristics can shape decisions in very distinct ways. For example, though
uncertainty in industry often stems from free-market economic forces, it generally assumes stability in
the larger socio-political-economic framework. Some government organizations such as the military,
however, assume instability in the larger framework because the much broader range of threats, from
humanitarian assistance to the existential nuclear threat. This leads to distinct forms of decision-making
processes as a result.

Lucas Kello, in his book The Virtual Weapon and International Order, further describes the
difficulties in developing a mental construct stating, [t]he growth of technological ability is rapidly
outpacing the design of concepts to interpret it.”! Perversely new technologies in cyberspace have
democratized complexity, uncertainty, and ambiguity, resulting from adversaries operating across the
cyber substrate with mass, speed, and precision once thought unimaginable. Because instability in the
larger socio-political-economic framework must now be considered across the ERC, so too must several

principles.
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Part lll:
Principles
The following four key principles of leadership, cooperation, governance, and safeguards
address the complex, uncertain, and ambiguous environment of the regime complex as described by
Joseph Nye. Throughout, enablers provide linkages used to interconnect the four principles across the
ERC to include: standardization, communication, stakeholder engagement, unity of effort and strategic

context.

Leadership

Operations in cyberspace are challenging a fundamental theory of war which states that a
defensive position is the stronger form of war in contrast to an offensive attack.>? Increasingly,
cybercriminals, state sponsored hackers, and other malicious actors find ways to circumvent or defeat
defensive measures designed to keep them out. While the cost to the attacker is low, the damage
sustained by an organization is disproportionately higher, often extending beyond the walls of the
organization itself. Critical analysis reveals, however, that successful offensive attacks in cyberspace are
more a product of ineffective leadership within organizations that are attacked and similarly poor
management of their cyber security assets, reinforcing the notion that warfare has not changed. In fact,
a defensive position is more advantageous than an offensive one regardless of the domain in which
attacks occur. In cyberspace, however, attackers have maintained a comparative advantage over

defenders from their better use of people, process, and technology.
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As stated in the 2015 National Security Strategy, “any successful strategy to ensure the safety of
the American people and advance our national security interests must begin with an undeniable truth —
America must lead.”>® Leadership serves as a force multiplier. Effective leadership establishes a unity of
effort to promote innovation and enable the remaining three principles. Informed leadership when
working in conjunction with additional ERC stakeholders, can provide strategic context. Strategic
context is important because it helps to frame the problems in the context of the overall ERC
environment.

Specific leadership challenges pertaining to cybersecurity include an overly complex command
and control structure. Additionally, leaders who make decisions on cybersecurity often lack access to
highly skilled and informed stakeholders with experience in cyberspace. The core framework for
cybersecurity that is still developing will have effects on the ERC long into the future resulting in the

need for leaders to ensure stakeholder engagement across multiple disciplines.

Cooperation

In the cybersecurity field, cooperation is often based on information sharing. Information
sharing is the first core capability listed in Executive Order 13636, signed on February 12, 2013.>*
Information sharing as a function of cooperation is important, but the notion of sharing can be
ambiguous. Information can be shared one way. Cooperation, though, is two-way and requires a
certain degree of exchange. Information exchange establishes reciprocity that information sharing does
not.

Cooperation through information exchange in cybersecurity is often difficult, however, because
the parties considering information exchange either lack initial trust in each other or are bound by law
to restrict access to certain information. The over-classification of information is often the principle

challenge to information exchange and limits the potential for successful cooperation. Declassification
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of threat indicators is universally beneficial and would facilitate resilience. Information exchange does
not require total declassification of files. Methods such as the use of portion markers, which parse
specific information for the purposes of sharing unclassified information contained within classified
briefs is one tool but is time consuming and can be costly. An alternative, the Enhanced Cybersecurity
Services (ECS) program, is designed to share classified information with infrastructure operators. It
serves as a useful tool, but the information is only accessible to those who already have clearance.
Even more important than the need for access to available information is the need for
interdisciplinary discussions.® Lucas Kello of Oxford University, argues that not only is information

exchange crucial, but the creation of new ideas must occur through a “concert of disciplines”>’

resulting
from the need to address the increasing complexity, uncertainty and ambiguity of challenges.
Meaningful partnerships can provide strategic peripheral vision and should be comprised of private
industry, government, and military professionals with stated goals of improving universal understanding
of cyber-related challenges, eliminating ambiguity, expediting the flow of information, and improving
resilience in areas pertaining to critical infrastructure.

Analysis of the different forms of cooperation elsewhere, however, demonstrate that current
sharing amongst ERC stakeholders is insufficiently leveraged. The National Institute for Standards and
Technology (NIST), for example, is a key stakeholder in the ERC and provides several useful toolkits for
government and non-government organizations alike. These toolkits, however, are underutilized.>®
Moreover, the fact that so many organizations like NIST exist suggests that information exchange is not
universally adopted, emphasizing the ambiguity within the ERC.

In addition to a lack of coordinated action across disciplines, Kello adds that technology
advancements are being outpaced by our ability to understand their impacts.> Existing collaborations

often narrow their focus to known threats such as the vulnerability of databases managed by NIST.

Coordinated action requires cross-sector collaboration that addresses not only current threats, but also
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emerging threats as well as the development of scenarios to help manage uncertainties across a range
of future outcomes.

From an economic standpoint, a reduction in an environment’s uncertainty improves profit
stability which in turn has the potential to raise capital. In other words, information exchange has a
positive influence on economic growth as a result of the “direct effect of better information on decision
making [which] outweighs the competitive effect of letting rivals have access to one’s own private
information.”®°

Information exchange also fosters unity of effort towards a common goal. Unity of effort
enables the synchronization of regime stakeholders across the ERC. Within the DOD, established
command relationships are designed to facilitate the effective employment of cyber capabilities using
various global, steady-state, combat-support, and contingency units which, when combined, constitute
the bulk of U.S. cyber-related capabilities.®* These cyber capabilities achieve unity of effort through two
means: unity of command and cooperation with partners. The degree to which unity of effort is
effective depends upon the manner through which it is achieved.

Unity of effort through unity of command is most effective.®? Absent unity of command, fog and
friction are introduced. A notable example is the separation of the Pacific theater during WWII into two
separate theaters resulting from what Milan Vego, a professor of operations at the U.S. Naval War
College, described as “parochial political reasons.”®® This led to the establishment of the Pacific Ocean
Area, under Admiral Chester Nimitz as well as the Southwest Ocean Area, under the command of
General Douglas MacArthur. The arrangement led to resource competition and often required
arbitration from higher level authorities, including the President.®* Similar issues arise in today’s cyber
substrate.

Some may argue that current unity of effort challenges can be resolved through Command &

Control (C2) restructuring. In fact, extensive work analyzing the organization of C2 has resulted in an
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exhaustive compendium of C2 alternative courses of action ranging from a stand-alone U.S. Cyber Force
to a functional cyber component command.®

Cooperation is the other means of achieving unity of effort. Unfortunately, cooperation is
overshadowed by competing principles such as safeguards. This past May of 2017, news reports
surfaced describing debate over a 2016 U.S. Cyber Command OCO mission named Operation GLOWING
SYMPHONY designed to degrade and disrupt ISIS communications on social media sites. While the
mission was a success, challenges surfaced that it carried the operation out on computers located on
foreign soil without notification to the other nation. Admiral Michael Rogers, the Director of the
National Security Agency and Commander of U.S. Cyber Command recently commented on some of the
difficulties. The challenge, Admiral Rogers subsequently noted, is that with offensive cyber operations,
by informing your operation you reveal your capability, subsequently rendering the technique obsolete
and causing the target to maneuver elsewhere.®® Despite these security challenges, the principle of

cooperation is crucial to ensuring strong linkages across the ERC.

Governance

Governance refers to the actions, processes, leadership, and institutions by which authority is
exercised and informed decisions are implemented.®” Two aspects of governance are crucial: risk
governance and cyber governance. Risk governance applies the principles of governance to the
understanding and management of risks in the context of the ERC.

The International Risk Governance Center defines risk as “the uncertainty about and severity of
an event with respect to something valued.”®® More simply put, the International Organization for
Standardization defines risk as the “effect of uncertainty on objectives.”® Uncertainty pertains to both
the likelihood of an event occurring, the type of impacts, the severity of its consequences, and the time

when these consequences may occur.”® The ERC employs this definition of risk because it
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accommodates both positive and negative outcomes to include opportunity, hazards, and threats.
Moreover, since risks are increasingly systemic and cannot be managed through the actions of a single
person or group. Instead, due the complexity of the ERC, systemic risk requires involvement at the local,
regional, national, and international levels with stakeholders from multiple disciplines.”

The ERC distinguishes between two risk framework pillars: understanding a risk and deciding
what to do about a risk. Understanding is the generation and evaluation of knowledge.”?
Understanding relies heavily on the use of quantitative data to establish a risk appraisal resulting in an
approach that focuses on past information to make an assessment about future risks. In contrast,
deciding is qualitative and centers on judgement-based subjectivity. Deciding is fundamentally future
leaning. Using John Boyd’s decision-making process known as the OODA (Observe-Orient-Decide-Act)
Loop”3, ‘understanding’ is synonymous with observation and orientation, whereas ‘deciding’ is in line
with Boyd'’s decide and act phases.

In contrast, cyber governance applies the principles of governance beyond risk to the entire
substrate. A subcomponent of cyber governance is Internet governance and includes both government
organizations as well as non-governmental organizations such as the Internet Corporation for Assigned
Names and Numbers (ICANN) which has the mandate of assigning top level numeric addresses.”

Lucas Kello articulates three increasingly prevalent characteristics affecting governance resulting
from what he describes as “the Sovereignty Gap.””® First, non-state actors are increasingly threats to
national security. Second, non-state actors increasingly contribute to national security. Third, a nation-
state’s ability to control conflicts is no longer apparent.”® Furthermore, due to the complexity,
uncertainty, and ambiguity of risk across global systems it is increasingly difficult for stakeholders to
respond alone.

Additionally, some ERC stakeholders responsible for cyber governance do not sufficiently

address failure of compliance and rely too heavily on voluntary participation such as with U.S. Executive
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Order 13636.77 In these instances ERC stakeholders are caught between promoting democratic values,
fostering economic growth, and providing security of critical infrastructure which may be vulnerable to
cyber-attacks. Fulfilling these tasks requires cybersecurity governance to balance between government
oversight and self-regulation. While voluntary, consensus-based governance must be considered as a
valid component of the ERC, the breadth, uniqueness, and varying circumstances of organizations insist
upon cyber governance designed to ensure that the legal system fosters communication across the ERC.

Cyber governance is also challenged with what some experts refer to as the balkanization of the
internet, where ambiguity causes fragmentation amongst ERC stakeholders.”® One means to prevent
fragmentation and foster acceptance of voluntary, consensus-based governance is to provide effective
incentives, such as extending grants, offering public recognition, and assigning preferential treatment in
the tax code. On a case by case basis, additional incentives may include liability protections for
disclosed information and Freedom of Information Act request exemptions,’® but such actions require
specific action by Congress.

Elsewhere across the ERC, where incentives prove insufficient or are inappropriate, cyber
governance should take the form of regulation. Authority for government oversight of roles and
responsibilities for organizations including those in the cyber substrate is derived from US Constitution
and Federal law. Key statutory authorities pertaining to cybersecurity include: Title 6, United States
Code (USC), Domestic Security; Title 10, USC, Role of the Armed Forces; Title 18, USC, Criminal Code;
Title 32, USC, National Guard; Title 40, USC, Public Buildings/Properties/Works; and Title 50, USC, Role of
War and National Defense.® Additionally, key Presidential Policy Directives are PPD 20, 21, 28, and
418

While this paper argues that cyberspace is a domain, when considering regulations, it is helpful
to consider the fact that cyber is formally designated one of five domains, the others being land, sea, air,

and space. All four other domains already have extensive regulation that deal with security and privacy
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issues. Moreover, one could even argue that the authority for regulating both cybersecurity and, more
specifically, computer code, already exists from a legal perspective. The Data Quality Act (DQA) provides
government guidelines that “provide policy and procedural guidance to Federal agencies for ensuring
and maximizing the quality, objectivity, utility, and integrity of information (including statistical
information) disseminated by Federal agencies.” Although the DQA was a rider to the 2001 Consolidated
Appropriations Act,® the guidelines provide a legal basis for implementing government regulation on
government agencies. While this law only applies to government agencies, this provides precedent
regarding regulation on the cyber substrate.

This differs however, from previous ideas pertaining to regulation in cyberspace. At the turn of
the century, the 2003 National Strategy to Secure Cyberspace stated:

“Federal regulation will not become a primary means of securing cyberspace. Broad

regulations mandating how all corporations must configure their information systems

could divert more successful efforts by creating a lowest-common denominator

approach to cybersecurity, which evolving technology would quickly marginalize. Even

worse, such an approach could result in less secure and more homogeneous security

architectures than we have now. By law, some federal regulatory agencies already

include cybersecurity considerations in their oversight activity. However, the market

itself is expected to provide the major impetus to improve cybersecurity.”®?

ERC stakeholders must also be cognizant that a regime can be highly regulated as well as highly
vulnerable. An example of this is evident upon further review of the health care industry. The 1996
Health Insurance Portability and Accountability Act (HIPAA), the 1999 Gramm-Leach-Bliley Act, and the
2002 Homeland Security Act (which included the Federal Security Management Act (FISMA)) all dictate
cybersecurity specific regulations, but despite this the industry remains vulnerable in part due to the
lack of other principles such as technical safeguards.’

One area where the use of government regulation should be mandatory is national security.

Regulation should be implemented as part of a holistic cybersecurity strategy when vital national

interests necessary to maintain a functioning government are at risk to include the following sectors:
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Critical national infrastructure sectors as defined by Presidential Policy Directive 21 (PPD-21): Critical
Infrastructure Security and Resilience; additional critical government infrastructure as defined by the
Department of Homeland Security; and additional critical military infrastructure as defined by the
Department of Defense.

The US Government’s definition of critical infrastructure, however, is broad and loosely defined.
Left alone the definition lacks meaning because it doesn’t provide the specificity necessary to provide
guidance for corporations. This is significant since the private sector controls nearly 90% of the US
critical infrastructure.®

Ever since Presidential Decision Directive 63 (PDD-63) was produced on May 22, 1998, (which
drew from the President Clinton Commission on Critical Infrastructure Protection) government
documents have communicated recognition that America’s military and economy were “increasingly
reliant upon certain critical infrastructures and upon cyber-based information systems.”® Since, then
the US government has continued attempts to better address cybersecurity related issues pertaining to
critical infrastructure. EQ13636, follows in this vein, but fails to provide clarity.

In today’s world, critical infrastructure is pushing further into ‘global commons’ territory. For
example, undersea cables are not considered part of US critical infrastructure even though they are
responsible for transporting 95-98% of the world’s telecommunications traffic.®” Although sea cables
are protected under the United Nations Convention on the Law of the Sea (UNCLOS) Article 113, this still
falls under International Peacetime law, not domestic law. Adding to the ambiguity and complexity is
the fact that although the U.S. recognizes the UNCLOS a codification of customary international law, it
has not yet ratified the treaty.

National organizations such as the North American Submarine Cable Association (NASCA), a
collection of 16 North American based companies which advocate on behalf of the Undersea Cable

Industry as well as international ventures such as the North America International Cable Protection
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Committee (ICPC), comprised of over 100 companies and 50 countries® require better integration and
access to sustainment capabilities to bridge the gap between national and international assets vital to
our nation’s critical infrastructure.

Another alternative is to bypass this issue altogether. For example, many senior government
officials have advocated for a more secure form of internet, by constructing independent and trusted
networks “inside the Internet.” General Keith Alexander, former head of both the NSA and Cyber
Command, argued for a “secure, protected zone.” Additionally, the FBI’s former Assistant Director

Shawn Henry argued for a “new highly secure alternative Internet.”®°

Safeguards

The safeguarding of US national interests requires a cybersecurity strategy that is implemented
across the whole-of-society. It requires continuous engagement among stakeholders to ensure a
balance between security and privacy for individual users. While individual technical safeguards are
important, in the strategic context of the ERC, legal safeguards pertaining to offensive and defensive
actions are crucial. Already, the structure of many national cybersecurity strategies within the ERC
includes offensive and defensive operations. In the U.S., national defense safeguards include,
Information Network Operations (DODIN Ops), Defensive Cyber Operations (DCO), and when called
upon, Offensive Cyber Operations (OCO). Combined they bring offensive, defensive, and exploitation
capabilities to bear on cyber threats.®®

Several strategic gaps in the resilience of our national critical infrastructure remain, however,
and due to the ubiquitous nature of the Internet, safeguarding must be considered in the global context
of the ERC. This has proven to be extremely difficult as can be demonstrated by the fact that from an
international sovereignty perspective, no treaty is associated with cyberspace. Unlike the space domain,

which is governed by the 1967 Outer Space Treaty restricting military activity,*! the absence of legal
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restraints prohibiting the use of cyberspace for military use enables offensive operations. Determining
when, how, and to what extent a stakeholder can act is difficult in part because there is no precedent.

Another strategic safeguard gap relates to the Law of Armed Conflict (LOAC), as it pertains to
cybered-conflict. The LOAC, also referred to as the law of war®? or international humanitarian law, is
deeply rooted in history and regulates the conduct of warfare not the prevention of it. The LOAC
emerges from a desire among nation states to prevent “unnecessary suffering” of personnel and/or
destruction while still “permitting the use of force.”*® This is because the LOAC recognizes that to
prevent unnecessary death and destruction the effective waging of war must not be hindered. More
specifically, the LOAC pertains to the means and methods of hostilities, more commonly known in legal
terms as the jus in bello. This can also be stated as how force can be used once hostilities have begun.
When states can use force, or the jus ad bellum, is not specifically addressed. When first written, the
LOAC did not consider cyber operations, however.

Michael Schmitt, principle author of Tallinn 2.0: On The International Law Applicable To Cyber
Operations, proposes a multi-factor test to determine when a cyber-attack is an armed attack. The
“Schmitt-test” as it is known considers seven elements when an armed attack has occurred: severity,
immediacy, directness, invasiveness, measurability, presumptiveness, legitimacy, and responsibility.
One interesting distinction he makes is between the terms “use of force” and “armed attacks.” While
these terms are well established within the LOAC, he makes specific points relating to cyber in that an
armed attack may be cyber or kinetic. This is a fundamental shift in traditional Law of Armed Conflict
thinking because it expands upon the idea of what constitutes a weapon.®

Safeguarding in the form of responding to an attack is not without its limitations, however.
Most stakeholders do not have access to offensive means and they are limited to what can be done
defensively. Even when an attack is determined, there is limited legal recourse by which a stakeholder

can respond to an attack outside their own boundaries.
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Rather than limiting the range of attack responses by non-state actors to strictly conventional
defensive measures which do not extend beyond the boundaries of the organization, safeguarding must
allow for these actors a degree of active defense. According to Schmitt, a preeminent attack, or active
defense, is “the last feasible window of opportunity for self-defense in the face of an [actual armed]
attack that was almost certainly going to occur.”® Criteria for determination is predicated upon three
factors: Capability (can they attack you?); Intent; and Final Opportunity (the last moment at which an
actor can defend itself and were they to wait longer to act, it would be too late).

Active defense as a form of deterrence is increasingly necessary in an environment consisting of
low cost of entry for offensive operations. Because capability, intent, and final opportunity are
subjective, some initiatives are developing a legal basis by which non-state actors may conduct active
cyber defense under certain conditions. The complexity of the issue demands the integration of like-
minded organizations within the regime complex when civil and criminal oversight organizations such as
the FBI and DOJ can exhibit control and limit the response of other stakeholders conducting active
defense. One such measure is the Active Cyber Defense Certainty Act (ACDC), H.R. 4026, which is a
bipartisan bill proposing changes to the Computer Fraud and Abuse Act (CFAA). The bill, introduced by
Reps. Tom Graves (R-GA-14) and Kyrsten Sinema (D-AZ-09) on October 13, 2017, gives authorized
individuals the legal authority to proceed beyond their own network for the purposes of determining
attribution, disrupting cyberattacks, monitoring behavior of an attacker, and the retrieval of stolen
files.®

Additional safeguards may come in the form of compensation after an event has occurred.
Indemnification, or the guarantee to provide compensation over a loss that has already taken place, is
another useful tool to compliment other safeguards and can be implemented using both state and non-
state actors (e.g. government guarantees or cyber-structured insurance policies). The linkage between

government and non-government agencies is critical since measures must be in place to account for

29



situations that overwhelm insurance compensation due to damages, much as they are in the physical
world during times of extraordinary crises. Cyberspace has the potential to exacerbate these kinds of

problems exponentially.

30



Part IV:
Enablers

Standards, stakeholder engagement, communication, unity of effort, strategic context, and
education all provide linkage between various ERC stakeholders. Except for education, the enablers
listed here have been previously discussed directly and indirectly in the body of this paper. Education is
a key foundation for the rest as it fosters innovation, which in turn promotes growth and prosperity.

Figure 4: Decision Outcomes
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Source: Developed by author and derived from Chris Demchak,
lecture on March 16, 2017, “Complexity, Cybered Conflict, and
Socio-Technical Systems’ Surprise,” U.S. Naval War College.
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Decisions by policy makers, legislators, and senior leaders must be based on up-to-date knowledge of
the state of cybersecurity. Education is the key to developing understanding, ensuring the transfer of
knowledge, and making informed decisions. It is the key enabler for impacting decision outcomes in the
long term. Decision outcomes can result in four possibilities: prepared, serendipitous, neglected, and
rogue (Figure 4). Each outcome is a function of the degree of knowledge relative to the degree of
accommodation. A high degree of knowledge with a corresponding high degree of accommodation
leads to decisions which result in prepared outcomes. In contrast a high degree of knowledge with a
low degree of accommodation, implies an agnostic degree of neglect to the outcome. Rogue outcomes

are always present but decrease with a corresponding increase in education.%’

Education

Education is critical in this regard because it affects both axes. The level of knowledge generally
increases with more education while the degree to which a decision-maker addresses an issue is
affected by a decision-makers understanding of the strategic context. The strategic context varies based
upon the degree of understanding of an issue. Because of the impact education has on decision
outcomes resulting from the ability to enable ERC stakeholder understanding of the strategic context,
education serves as a key linkage between understanding and decision-making and helps with heuristics

(see Figure 5).
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Figure 5: Decision-Making Structure, Principles, and Enablers (DM-SPE)

*Sources: Developed by Author with the following additional references: “Depth,” “Breadth,” “Fabric,” “Compliance,” and Key
Stakeholder Engagement Types are derived from Joseph S. Nye, Jr., “The Regime Complex for Managing Global Cyber Activities,”
Global Commission on Internet Governance, Center for International Governance Innovation and the Royal Institute for International
Affairs, (Chatham House: May 2014); “Simple,” “Complexity,” “Uncertainty,” and “Ambiguity” are derived from IRGC, “Introduction
to the IRGC Risk Governance Framework,” revised version 2017, (Lausanne: EPFL International Risk Governance Center); “Planned,”
“Serendipitous,” “Neglected,” and “Rogue” are from Chris Demchak, lecture on March 16, 2017, “Complexity, Cybered Conflict, and

Socio-Technical Systems’ Surprise,” U.S. Naval War College.

Continuous learning allows some stakeholders to acknowledge failure as part of a successful
process rather than merely an undesirable outcome. From a scientific perspective, education imbues
researchers with the notion that temporal failures are a function of the learning process.

Additionally, research to address Internet weaknesses will lead to technological advances and

changes in methodology. For example, the Information Technology Labs at NIST provide a working
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compilation of best practices for daily operations by combining existing corporate standards to form
improved standards. Elsewhere, the National Security Agency’s Information Assurance Directorate: NSA

Methodologies for Adversary Obstruction methodology is based upon the “preposturing [of] defensive

capabilities” with the goal of “impeding the objectives of a potential the intruder.” *®

Figure 6: Enhanced Regime Complex Incorporates Regime Complex (Joseph Nye) with Integrated DM-SPE

*Sources: Developed by Author with the following additional references: “Depth,” “Breadth,” “Fabric,” “Compliance,” and Key
Stakeholder Engagement Types are derived from Joseph S. Nye, Jr., “The Regime Complex for Managing Global Cyber Activities,”
Global Commission on Internet Governance, Center for International Governance Innovation and the Royal Institute for International
Affairs, (Chatham House: May 2014); “Simple,” “Complexity,” “Uncertainty,” and “Ambiguity” are derived from IRGC, “Introduction
to the IRGC Risk Governance Framework,” revised version 2017, (Lausanne: EPFL International Risk Governance Center); “Planned,”
“Serendipitous,” “Neglected,” and “Rogue” are from Chris Demchak, lecture on March 16, 2017, “Complexity, Cybered Conflict, and
Socio-Technical Systems’ Surprise,” U.S. Naval War College.
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Part V:
Challenges

Cyber Legibility

Cyber legibility underscores the importance of what Wayne Hughes described in his six
cornerstones on Fleet tactics: “[People] matter most.”®® Cyber legibility describes the degree to which
factors pertaining to cyberspace are understood by those whose actions within the ERC requires a
degree of fluency. Challenges to cyber legibility include factors such as lexicon used across varying
regimes, what constitutes cyberspace, and key terrain in cyberspace.

First, cyber lexicon is maturing. Joint Publications such as JP 3-12 on cyberspace operations and
service specific manuals like the recently published Army Field Manual (FM) 3-12 on Cyber and
Electronic Warfare Operations provide clear definitions to relevant cyberspace terminology. Still, cyber
terms are often either too technical or too fledgling to be universally understood, limiting their
usefulness when applying the vernacular of cyber to the ERC. Elsewhere, domain overlap has the
potential to confuse planners due to the difficulty involved in explaining cyber concepts across the
complex, uncertain, and ambiguous ERC. JP 3-12 recognizes this point to the extent that a portion of the
document pertains directly to the complex nature of domain overlap.1®

Training and education improves understanding and proficiency, but due to a lack of interaction
with career professionals who often work in remote secure facilities, cyber legibility is degraded.
Subsequently, without the means to support use of a cyber lexicon, actors within the ERC may neglect

the cyber substrate entirely. Increasingly, the absence of cyber in planning proves less about lack of
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recognition and more about personnel who simply don’t know how cyber operations should be applied.
This failure results in the omission of key considerations such as key terrain in cyber. In the physical
world, when crucial parts of planning are overlooked, the penalty is often severe. The same holds true
in the cyber substrate.

Second, as this paper has already pointed out, defining cyberspace as a domain is confusing and
limits universal understanding. JP 3-12 defines cyberspace as “a global domain within the information
environment consisting of the interdependent networks of information technology infrastructures and
resident data, including the Internet, telecommunications networks, computer systems, and embedded
processors and controllers.”® The DOD currently uses the term ‘cyber domain’ to account for all
operations within cyberspace. This term was first utilized by the United States Air Force to assist in
classification coinciding with existing frameworks and to align cyberspace with air, land, sea, and space
domains.'® Accordingly, applied in this manner the concept of a cyber domain is used for
administratively convenient purposes because it fits within the operational construct alongside other,
physical domains.

Alternatively, a term that better encompasses cyberspace is the word ‘substrate.” Chris
Demchak and Peter Dombrowski of the U.S. Naval War College first used this term to account for the
persistent, pervasive, and ubiquitous nature of cyberspace.'®® Elsewhere, Joseph Nye uses the term
substrate to describe the Internet.?®* Unlike a domain, whose limits are well defined, cyberspace as a
substrate resembles a sort of digital petri dish, which serves as an environment in which other things
can grow or are attached. The Cyberspace substrate exists across all domains. For example, the only
way for operational commanders to interact with the space domain is through the cyber substrate.
Once again, the distinction between substrate and domain is relevant to the ERC because it affords key

stakeholders a more accurate depiction of cyberspace and improves cyber legibility as it relates to
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operational space. Additionally, as previously discussed, the pervasive nature of the cyber substrate
requires a measure of understanding of the entire panoply of domains that other domains do not.

Some may argue that the distinction is irrelevant because the cyber domain encompasses
additional aspects that the cyber substrate does not. Most notably, while cyberspace can exist within a
cyber domain, a cyber domain cannot be entirely encompassed by cyberspace, a fact that would seem
to reinforce this counterargument. Cognitive and physical factors, such as the law and the geographic
location of Cyber Command, do not fall within the substrate, but are relevant to the cyber domain.
Understandably, the benefits of aligning cyberspace with existing domains streamlines operational
planning.

Moreover, the distinction demonstrates that a substrate has characteristics that domains
typically do not. First, factors such as attribution, speed, scale, and precision are more pronounced in
the cyber substrate, as opposed to the rest of the cyber domain, where elements are more loosely
coupled resulting in actions occurring at reduced speeds and to lesser degrees. Finally, although the
nature of warfare remains unchanged, the conduct of war within the cyber substrate requires an
unprecedented degree of interaction, caused by the pervasive malleability inherent to the cyberspace
substrate. While cyberspace is also limited by physical properties, in this case pertaining to the
electromagnetic spectrum, the substrate is unique insofar as it persists across all domains. Key
stakeholders must think of cyberspace as a substrate to more readily understand the risks, both positive
and negative. Reclassifying what cyberspace is affords actors within the ERC the opportunity to apply
regime theory and strategy more effectively by recognizing what makes the substrate fundamentally
different rather than as a measure of administrative convenience.

Finally, the third factor affecting cyber legibility is key terrain in cyberspace. Key terrain includes
those aspects of the surrounding landscape that can have a significant impact on the outcome of

decisions within a given environment. Key terrain can be contested, but it can also vary amongst
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different stakeholders. Key terrain facilitates determination of decisive points. Antoine-Henri Jomini
described permanent decisive points as the “topographical and strategic descriptions of the theater of
war,”% but key terrain in cyberspace is inherently different. Actors within the ERC use terrain to their
advantage by avoiding friction points, known as surfaces and exploiting opportunities or weaknesses,
known as gaps. Key terrain is even more important because it is comprised of several decisive points
that can facilitate actions resulting in the control of the surrounding environment. In military terms,
actions on decisive points are conducted to emerge victorious over enemies, hence the use of the word
‘decisive.” Differences in cyber key terrain exist across the physical, logical, and cyber-personas.%
Essential differences pertain to the technological complexity of the substrate resulting in the need for
strong cyber legibility to best understand the nature of the space and the elements within.

Some may argue, key terrain in cyberspace is best described in relation to the physical location
of the asset being determined. FM 3-12 states operational planners must consider the nature of enemy
cyberspace utilization and direct planning staffs to consider key terrain in relation to the physical
locations within the area of interest.1%” In this example, however, FM 3-12 is referring to weather, and
it’s influence on the virtual world. The development of cyber legibility requires operational planners and
their commanders to distinguish physical key terrain from key terrain in cyber. The concept of cyber key
terrain (C-KT), emerged from the U.S. Naval War College War Game titled CYBER FLAG 15-1 and ties the
operational factor of space together with CO.1% Discernment between physical and C-KT is important in
the planning process to identify new and advanced threats such as malware code like Stuxnet. Although
Stuxnet targeted specific physical sites, its location wasn’t bound to a physical space.® Key terrain
would most certainly include points of entry, means of transmission, and the relationship of the
industrial control systems to the physical world. Determining key terrain in cyber, however, requires
more than cyber legibility. It also requires assistance with blind spots resulting in the need for

cooperation and unity of effort.
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Unity of Effort

Unity of effort, or the harmonization of multiple entities towards a common objective, has yet
to be achieved in a way that enhances effective cybersecurity. While a patchwork of cybersecurity
initiatives exists nationwide, ranging from best practices to incident notification, many if not most of
these initiatives work independently of each other. Moreover, when collaboration between
organizations does occur, the results of such initiatives often vary, since many of these lines of effort are
predicated upon voluntary participation. Unity of effort in cybersecurity as described earlier in this
paper will only be effective when the collective self-interest of organizations within the diplomatic,
informational, military, and economic (DIME)*'° environments align.

Self-interest is defined as one individual’s impulse to maximize gain. Collective self-interest is
the maximization of gain for multiple groups and can be achieved either intentionally, or
unintentionally. Writer Ayn Rand suggested in her objectivist philosophy that self-interest was rational
since it benefits both the individual and society in the long run. In this regard, collective self-interest is
achieved unintentionally as a bi-product of individual self-interest.!!! In cybersecurity, individual self-
interest is mutually beneficial due to the degree of computer interconnectivity. Data across a network is
more secure when every individual works to protect their data. Similarly, the system of networks is
more secure if each network strives for better security collectively.

Alternatively, collective self-interest can be achieved intentionally, through deliberate actions
from individuals and organizations purposefully aligned with the interests of society. This concept,
known as enlightened self-interest, originated in the writings of democratic and free-market thinkers
such as economist Adam Smith!*2 and diplomat Alexis de Tocqueville!®3. Their philosophies suggest that
individual circumstances will improve for all organizations if they respond to the interests of society.

Today, enlightened self-interest is generally referred to as corporate social responsibility. '
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Corporate social responsibility has the potential to achieve enlightened self-interest or what
Benjamin Franklin called a means to “do well by doing good,”**> however, this approach is flawed for
two reasons. First, much like an uninhibited government, neither individuals nor organizations are
angels and there is always a risk that one interest will seek precedence over others.'*® Second, actions
taken under the guise of corporate social responsibility are mostly voluntary and require substantial
efforts over time.

The first problem can be solved by ensuring that no one interest has inordinate power. The
danger of lobbying, without corresponding government inputs, however, is that cybersecurity decisions
can be outsourced to the highest bidder. As recently as 2013, for example, lobbyists spent $3.24 billion
for the opportunity to promote their interests to Congress.??” Lobbyists with little opposition can
achieve their goals, but often at the expense of others.

Encouraging the proliferation of interest groups is one way of limiting power. The greater the
number of interest groups present, the less likely it is for any one interest group to dominate within the
DIME environment. Lobbying proves more difficult because the chance for marginalization of other
groups is reduced.*®

The second problem pertaining to the voluntary nature of corporate social responsibility and
enlightened self-interest can be solved through the application of laws. Government cybersecurity laws
provide a means to assure collective self-interest by imposing constraints, or things organizations must
do; and restraints, things organizations must not do. Many states recognize the need to implement
cybersecurity laws at the state level, for example, with their implementation of data breach laws. Due
to the ubiquitous nature of the Internet, however, data breach laws at the state level are insufficient.
While they are tied to lines on a map, the Internet does not adhere to the same geographic limitations.

One recent initiative is aimed at resolving some of the inconsistencies of state laws. On

September 18, 2017 Congressman Jim Langevin (D-RI) reintroduced a bill in the US House of
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Representatives labeled The Personal Data Notification Act of 2017.1*° The proposed bill seeks to
achieve unity of effort and clarity by replacing existing breach notification laws, which currently consist
of 48 separate state laws, the District of Columbia, Guam, Puerto Rico, and the Virgin Islands, with a
nationwide standard.?

Achieving a unified standard, however, is wrought with logistical, political, and economic
challenges. Many states may resist a national law that adversely impacts their constituents in the near
term. Interest groups may also weigh in through intense lobbying actions similar to what occurred in
2015, when credit bureaus sought to undermine the original bill’s goals for fear that reforms would hurt
their bottom line.*?

Despite these challenges, a federal data breach law is necessary. First, it would ensure that no
single interest group or state has excessive power that adversely affects other organizations. Second, it
reinforces unity of effort to achieve effective cybersecurity. Federal mandates can require information
sharing and analysis in line with existing Department of Homeland Security recommendations while
private organizations can lobby to ensure that their own self-interest is preserved in the process.'?

Implementation of a federal data breach law may require federal government involvement.
Maintenance of such laws over time, however, should be facilitated by both government and non-
government organizations, which will receive mutual benefits. In other words, unity of effort in
cybersecurity can be achieved initially through unintentional objectivist self-interest, and subsequently
through intentional enlightened self-interest within the Diplomatic, Informational, Military, and
Economic (DIME) environment. Evidence of a government achieving unity of effort by first imposing
laws that will eventually lead to a shared mutual understanding of collective self-interest can be found
in Estonia.

When Estonian president Kersti Kaljulaid spoke during a NATO cyber-conference in Tallinn in

o

June 2017, he referenced Carl von Clausewitz’s famous statement: “’war is a continuation of policy by
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other means’,” adding in his own words that “every country should have a cyber war.”*?* Kaljulaid was
referring to recent cyberattacks initiated from Russia in response to Estonia’s removal of a Soviet statue
in Tallinn.'?* Although Kaljulaids’s comments were far from reserved, he did have a point. Exposure to
cyber conflict at the national level provided Estonia the necessary impetus to further cybersecurity
initiatives and resulted in a nation-wide effort to strengthen cybersecurity. Estonia’s efforts were so
successful that cybersecurity became part of ordinary citizens’ national identity. Furthermore, the story
of Estonia as a cybered nation stands as a testament that, given the right circumstances, individuals
across a country will educate themselves in cybersecurity awareness when it is in their best interest to
do so.

Unity of effort in cybersecurity will only be achieved with the alignment of self-interest across
the DIME environment. In response to the current patchwork of initiatives ranging from individual
corporate best practices to state data breach laws, initial implementation of national cybersecurity laws
will force the initial alignment. Over time, unity of effort will be maintained by the enlightened self-
interest of individuals and organizations who will come to understand, as Alexis de Tocqueville once
suggested, that “extraordinary virtues would doubtless be more rare; but | think that gross depravity

would then also be less common.”%®

Planning

As Milan Vego of the United States Naval War College states, “the very essence of operational
art is to win decisively in the shortest amount of time possible and with the least loss of human lives and
material,” *2® but in order to achieve this objective, effective planning must be applied to cyberspace.
This paper attests that solutions to all cyberspace-related challenges exceed the capabilities of any
single planning process alone. Much like cybersecurity implementation, which requires a layered

approach across all phases of operations, ERC planning should incorporate alternative methods to
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ensure success. In order of implementation priority, three types of planning processes are worth
considering: Strategic Management Scenarios, Operational Planning, and Modeling. Rather than using
only portions of each, this syncretic approach uses all three processes fully for improved planning
results. Fully merging multiple approaches works quite well. For example, NIST provides a working
compilation of best practices for daily operations by combining multiple existing corporate standards to

form improved standards.'?’

Strategic Management Scenarios

Problem framing is both backward looking and future leaning. Backward leaning refers to the
use of quantitative data. Quantitative formulae are, by definition, backward looking since data can only
be collected from the past and, because of this, quantitative data ignores novel strategies and novel
threats (e.g. Panzer tanks crossing the Maginot Line could not have been predicted using available
metrics at the outset of WWII).

Since risk cannot be accounted for using individual data points only, a future leaning approach
must also be incorporated to describe the strategic construct. Future leaning refers to the use of a
coinciding set of scenarios to develop a subset of actions across a range of events and plausible futures.
Strategy scenarios offer a detailed description of a range of plausible futures and encourage the
inclusion of qualitative judgement in risk and cyber governance early. Because of this, scenarios can
only be used as a set and are distinct from both Courses of Action (COA) and Wargaming models.
Wargaming is an event scenario and focuses on a specific future. Often, stakeholders attempt to
identify the most likely COA after wargaming a specific future, but this does not fully consider the
impact of world events and the ERC as whole.

Unlike COA or wargaming functions, strategic scenarios manage uncertainty by developing a

subset of actions across a range of events, none of which are likely to occur, but each of which is
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plausible at the margin. Although the probability of any one scenario is zero, as a set they embrace the
likely range of possibilities. In contrast, if problem framing were to begin with numbers, thinking would

automatically be narrowed. This is managing uncertainty.

Operational Planning

The military uses operational planning constructs to inform decisions in a complex, uncertain,
and ambiguous environment. Admiral Michael Mullen prefaces JP 5-0, Joint Operation Planning, with
recognition that the operational environment is temporal and requires adaptability and flexibility in the
conduct of planning and execution.'?® JP 3-12, Cyber Operations aptly notes that cyberspace operations
utilize the same planning considerations employed for use in planning other joint functions, but it makes

an important distinction in that they also have some “unique considerations,”**

without divulging their
significance. Sometimes, these considerations are classified, which adds self-imposed friction into the
planning process. Cyber operations planning is even more difficult when conducting operational
planning with international partners because not only do security concerns limit synchronization
between partnering countries, but the laws governing each nation-state may affect the willingness or
ability to participate in cyber operations.’3° Even if Foreign Disclosure Officers, who determine which
information may be reclassified, approve information for transmission to an international partner,3! the
time required to guarantee completion of this task relative to the requirement necessary for successful
cyber operations is prohibitive.

Although some may argue that actions within the ERC require only current planning methods,
certain characteristics of cyberspace require operational planners to at least consider alternative
methods to augment existing planning methods. While the general approaches may appear similar,

they often lead to drastically different results, which can subsequently be placed into various courses of

action for commanders to decide among. Moreover, operational planning does not always account for
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certain key aspects such as guiding principles and performance-based metrics as depicted in Figure 7,
resulting in significant planning gaps. While certain increasingly sophisticated technological capabilities
are available, such as artificial intelligence and machine learning, the intent is to provide low cost
augmentations to existing planning tools, employable even when the lights go out.

The private sector’s classic description for cybersecurity pertaining to computers and networks
involves three fundamental concepts of confidentiality, integrity, and accessibility. These concepts are
more commonly referred to as the CIA triad.!*? Like most doctrine drawing upon certain principles of
warfare, the CIA triad is used to establish a security framework and informs tactics, techniques, and
procedures used to scope out threats and protect assets. Using heuristics, operational planners map out
their designs using various sets of criteria. An example of framing the environment using heuristics is
depicted in Figure 7.

Figure 7: The Relationship Between Guiding Principles and Performance-Based Metrics Using Heuristics

Sources: “Belief, Boundary, Interactive, and Diagnostic Principles” have been adapted from the Renew Strategy
with the four levels of control by: Robert Simmons, “Control in an Age of Empowerment,” Harvard Business
Review, (March-April 1995), p.2. In this article, Simmons discusses metrics using four control measures: Belief,
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Boundary, Interactive, and Diagnostic; The “10 Logical Security Principles” are from Saltzer, Jerome and
Schroeder, Michael. The Protection of Information in Computer Systems. Proceedings of the IEEE, 1975, 63(9).

Confidentiality is, according to computer scientists Michael Goodrich and Roberto Tamassia,
“the avoidance of the unauthorized disclosure of information,”*** Within the DoD confidentiality is
enforced using methods such data encryption, access control, authentication, and authorization, as well
as a host of physical security measures. Goodrich and Tamassia define integrity, as a property that
exists when information or data “has not been altered in an unauthorized way.”*** Examples of integrity
include establishing a periodic data baselining program and data archiving. The goal of the integrity
principle is to identify malicious activity and employ redundancy into the storage practices of the DoD.
Finally, availability is the property in which, as Goodrich and Tamassia state, “information is accessible
and modifiable in a timely fashion by those authorized to do so.” 3> Establishing security clearances to

individuals is an example of how the DoD might apply the concept of availability.

Figure 8: Developing a Construct of the Operating Environment to Identify Resource Shortfalls

Sources: Ibid; Simmons, “Control in an Age of Empowerment,” Harvard Business Review, (March-April 1995), p.2.
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Using the CIA triad as a guiding principle, cybersecurity measures the fall into three broad
categories: Physical, Logical, and Organizational.'® (See Figure 8). Different types of security principles
can be sub-categorized. In the example given using Figures 1 & 2, 10 security principles are listed in the
three blue boxes. These principles are derived from Jerome Saltzer and Michael Schroeder’s classic

1975 work titled, The Protection of Information In Computer Systems.**’

Modeling

Following a logical flow, threat modeling developed through established alternative processes
such as the STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and
Elevation of Privilege)**® method (Figure 9), will mitigate potential false alarms by considering threat

vectors not normally associated with operational decision-making and planning.

Figure 9: STRIDE Model Example of a PDA Password Manager to ID Weaknesses and Determine Key Cyber Terrain

Source: Michael Perrottet, “Threat Modeling,” EMCS Human Factors in Computer Security, 23 April 2017.

47



In the STRIDE model example given, potential vulnerabilities inherent to an individual’s
password manager on their personal device assistant (PDA) is sketched out. This example is chosen to
emphasize the pervasiveness of the operating environment and the unlikelihood that current
operational planning would identify such a threat. If a person stores their password on their PDA,
several vulnerabilities are open to exploitation by potential adversaries. STRIDE modeling attempts to
identify those vulnerabilities as well as likely enemy courses of action for a specific attack. Although this
example involves only one individual, the methodology is scalable, and complimentary to existing
planning assessment processes. These processes are not meant to replace, nor are they meant to be
synchronized. Instead they are meant to run parallel to existing planning processes and identify

potential vulnerabilities that might otherwise be overlooked.
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Part VI:
Recommendations

Solutions to current cyber challenges exceed the capabilities and authority of any one
organization alone. Moreover, cybersecurity implementation requires a layered approach across the
regime complex. The following is a list of recommendations to reinforce the four ERC principles:
leadership, cooperation, governance, and safeguards. These recommendations are regime complex

adjuvants which can be incorporated into complexes irrespective of regime type.

People

1. Infuse Cybersecurity into Leadership Decision-making.

Understanding of security problems becomes more abstract the further up the decision-making
chain of command. Because of information abstraction, public and private sector officials must
empower cybersecurity professionals by incorporating their judgement into a broader range of
organizational decisions. Private sector organizations should elevate the importance of the Chief
Information Security Officer (CISO) and ensure a direct linkage to the Chief Executive Officer. Public

organizations should do the same with their counterparts. At the national level, a cybersecurity must be
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formalized at the Cabinet level. To this end, information exchange necessitates the development of a

National Director for Information Operations (NDIO) whose position should be at the Cabinet level.

2. Effective cooperation provides strategic peripheral vision.

Improve unity of effort through cooperation. Improve offensive and defensive capabilities by
declassifying materials and encouraging civ-mil cooperation. Legal challenges may be navigated, in
some cases, through Memorandums of Understanding. If necessary, consider additional assistance from
higher commands to determine whether the application of inherent powers can be utilized.** The
ubiquitous nature of the information environment the benefits of improving strategic and operational

peripheral vision outweigh the risk inherent with declassification.

3. Improve Cybersecurity Training Requirements.

Specialized training should be cyclical. Different case studies should be reviewed each cycle.
Training should include practical application to ensure an understanding of the decision-making process
during a potential crisis. Practical applications should also help to determine key stakeholders within an

organization and identify and plan for contingencies.

Process

4. Construct Cybersecurity Policy Using Carefully Selected Language.

Carefully selected language affords better chance of adoption internationally and facilitates

cooperation.
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5. Promote Cooperation Through Information Exchange: Create Nat’l Cyber Information Exchange
Center.
There is a need for interdisciplinary discussions.*® Cooperation must widen the scope of the
existing cyber strategy by strengthening partnerships with private industry through the creation of a
National Cyber Information Exchange Center with the primary purposes of establishing what Lucas Kello

refers to as a “Congress of Disciplines”*! for tackling complex, uncertain, and ambiguous challenges.

6. Consider Critical Infrastructure in Terms of Cybersecurity.

Using the United States as an example, of the 16 critical infrastructure sectors defined by the
Department of Homeland Security,**? the Information Technology Sector is most directly related to
cybersecurity. It contains important programs that require detailed integration and partnership-
building. Future endeavors must reinforce existing efforts, such as Department of Homeland Security’s
efforts to promote a National Infrastructure Protection Plan and the Resilience Challenge to improve
funding, develop understanding, and foster innovation.** Such efforts require effective leadership and

strong partnerships committed to domestic and international information exchange.

7. Pursue a Government Penetration Testing Program.

To identify critical vulnerabilities and engineer potential solutions: a government penetration testing
program should be pursued. First, the program should develop routine and active hacking program of
government networks. Second, the program should develop routine and active hacking of military

weapons systems.

8. Improve Incentives by Funding a National ‘Bug Bounty’ Program.
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Establish a national ‘bug-bounty’ program offering recognition and/or compensation to individuals
who identify software vulnerabilities and promoting transparency by incentivizing the disclosure of

potential vulnerabilities.

9. Improve Understanding of Offensive Operations** Across the ERC.
A more clearly stated set of rules governing offensive operations is imperative. Incorporation of

145 should be considered

Tallinn Manual 2.0: On The International Law Applicable To Cyber Operations
for adoption alongside existing international laws of armed conflict to delineate the justification for
capabilities such as a what constitutes active self-defense as well as the use of force and applications of

digital fires.%®

10. Improve Ability to Conduct Self-defense.

Allow non-government agencies the controlled and limited use of active cyber defensive measures
outside their own boundaries. This strengthens defensive postures by providing organizations the
opportunity to identify attackers and prevent future attacks. More importantly, it promotes integration

and deterrence.

11. Manage Uncertainty by Developing a Set of Scenarios.

Problem framing is both backward looking and future leaning. Backward leaning refers to the use of
guantitative data. Quantitative formulae are, by definition, backward looking since data can only be
collected from the past and because of this quantitative data ignores novel strategies and novel threats
(e.g. Panzer tanks crossing the Maginot Line could not have been predicted using available metrics at

the outset of WWII).

52



Since risk cannot be accounted for using individual data points only, a future leaning approach
must also be incorporated to describe the strategic construct. Future leaning refers to the use of a
rigorously created set of strategic management scenarios to frame the universe of possible future
operating environments and, using these, to develop a subset of actions across a range of events and
plausible futures. Strategic scenarios offer a detailed description of a range of plausible futures and
encourage the inclusion of qualitative judgement in risk and cyber governance early. Because of this,
scenarios can only be used as a set and are distinct from both Courses of Action (COA) and Wargaming
models. Wargaming is an event scenario and focuses on a specific future. Often, stakeholders attempt
to identify the most likely COA after wargaming a specific future, but this does not fully consider the
impact of world events and the ERC as whole.

Unlike COA or wargaming functions, strategic scenarios manage uncertainty by developing a subset
of actions across a range of events, none of which are likely to occur, but collectively they are plausible.
Although the probability of any one scenario is zero, as a set they embrace the likely range of
possibilities. In contrast, if problem framing were to begin with numbers, thinking would automatically

be narrowed. This is managing uncertainty.

Technology

12. Improve Response Times.

Pre-attentive processing is the subconscious ability to filter all available information and determine
what is relevant. Applied to computers, use of artificial intelligence can pre-attentively process
information to a degree of precision and accuracy that humans cannot. ERC stakeholders should

integrate artificial intelligence to improve pre-attentive processing across environments within the ERC
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where a threat can avoid human detection, or a human is too slow to react. Additionally, threat
modeling created through established processes such as the STRIDE (Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and Elevation of Privilege)'¥” method, will mitigate potential

false alarms.

13. Get Serious About Encryption.

Current operational and strategic risk analysis fails to accurately assess the benefits of encryption as
a form of risk mitigation. Superimposing Moore’s law, which suggests the number of transistors per
square inch doubles every year, the more integrated the environment, the more ubiquitous the
potential threat.!® Cryptographic tools such as the use of cryptographic keys provide enhanced privacy
and security. Software systems designed to promote system processes which require operating systems
to accept cryptographic keys, for example, is one way to mitigate potential threats. More important,
though, is the implementation of cryptography incorporated as part of a larger security strategy.
Current applied cryptographic technologies are as much as 40 years old.* ERC stakeholders must

ensure implementation of the most up to date encryption.

14. Implement Performance Based Metrics & Exchange Results.

Like-minded nation states and engaged stakeholders should conduct periodic fire-drills to ensure
that established international and technical standards are being implemented. Periodic screening of
assets should be incorporated to detect and deter insider threats. These screenings should equate to
periodic drug testing. Additional metrics should include pre-attentive processing diagnostics. Consider
tying productivity to proposed planning and operations improvements to determine additional

unforeseen costs and/or benefits.
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15. Integrate and Expand Cybersecurity-Related Research and Development.
Integrate research and development projects to the maximum extent practicable. Increase
cybersecurity-related funding. Incentivize cybersecurity-related research through tax incentives and

federal grants.

16. Integrate Cloud Computing.

Cloud computing is an excellent example of the confluence of people, process, and technology
and will be examined in detail to break out the respective components pertinent to each.

Cloud computing is growing at a rate 4.5 times faster than the rate of IT spending, a difference
which is projected to widen further as the migration of data storage to cloud-based storage continues to
grow.’® Although the U.S. government recognizes the value of cloud computing, federal agencies are
slow to transition to cloud-based solutions. While many private sector companies have long-embraced
cloud computing in pursuit of better value, the government has been more reluctant to migrate to
cloud-based computing due to concerns over downtime, security, and overall control of the data.

Despite these concerns, however, federal agencies are increasingly adopting cloud-based
solutions. According to the research firm Govini, which studies infrastructure modernization and cloud
market growth, the U.S. government spent $3.3 billion on cloud computing in fiscal year 2015. Much of
this growth originated from the 2011 Cloud First Policy, released by the Obama administration.
Recognizing the potential benefits of cloud computing the policy mandated government agencies to
evaluate cloud computing options prior to financing any new investments.**!

The policy identified three main sources of value that cloud-based solutions can provide:
efficiency, agility, and innovation. First, efficiency is gained by the cloud’s ability to maximize use of

available resources using advanced tools which automate former tasks such as systems administration.

The integration of automated technologies results in substantial cost savings, more reliable IT
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infrastructure, and increasingly simplified IT management. Additional efficiency is possible by
prioritizing the migration of high cost low demand services to the cloud over services which are less
expensive to maintain.!*?

Second, cloud computing improves agility by allowing agencies to rapidly scale up or down
services as required to meet unpredictable demand. Agility in cloud computing also reduces the need
rely on IT investments based on forecasts, which are often challenged by unforeseen events.>3

Finally, the Cloud First Policy identifies cloud computing as an enabler of innovation. Cloud
computing reduces the cost and timing of project development, operational testing, and evaluation
which results in lower investment costs and reduced risk.'>* Lower costs at reduced risk foster
experimentation. For example, cloud computing provides an opportunity to leverage automation in
ways not previously possible due to the ability to experiment with automation at scale.

Despite significant investment, resulting from government agency evaluations of cloud
computing required by the Cloud First Policy, government spending has recently stalled out. In fact, a
report published by International Data Corporation (IDC) revealed federal spending on cloud-based
solutions are set to drop in 2017 $2.2 billion.*® In contrast, global investment in cloud-based systems
has continued to grow. According to Forbes magazine, investment was projected to attain $246 billion
in 2017, up from $209 billion in 2016.%%¢

Three factors have led to the government’s slowed progress: concerns over downtime, control,
and security. Downtime and control, were addressed early on by many government agencies resulting
from initial cloud assessments. Rather than relying on public based cloud systems, government agencies
employing cloud-based services developed private cloud networks. These private cloud networks
offered the benefits of agility and were also assessed to be more reliable in handling certain workloads

required by these agencies.™” By implementing private cloud infrastructure, early adopters quickly

addressed concerns over downtime while retaining overall control of their data. Unfortunately, in
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contrast to a public cloud or even a hybrid solution, the benefits of lost cost were not fully realized.
Simply migrating to a public cloud is not an option for many government organizations however, mainly
due to security rationale.

Finally, the U.S. government must address security concerns and federal regulations many
private organizations do not. Advanced persistent threats require routine security-wide system
updates.'®® The short duration between system updates are uniquely challenging, which many
government organizations have yet to solve.

Additionally, federal regulations related to data security on cloud-based systems slows
migration further. For example, vendors who desire to service the DOD with cloud-based services must
ensure a minimum of Information Impact Level 5. Impact Level 5 requires handling of controlled
unclassified information, or CUI, which includes information classified as personally identifiable
information (PlI) and protected health information (PHI)**°. Vendors seeking government contracts
must also ensure Impact Level 5 information is physically separated between DOD and non-DOD
customers. InJan 2017, Microsoft became the first company to achieve DoD’s newest iteration of
standards.'®® Since then, other companies have achieved Impact Level 5 security standards as well.
While the process has undoubtedly been caused cloud-migration to slow, vendors are catching up. In
September, for example, Amazon Web Services earned the DoD provisional authorization to handle high
capacity, mission-critical workloads required of DoD systems to include the newest version of the DoD’s
global positioning system (GPS) satellites.'®* So far, the results have been beneficial for both vendors
and the government. Coupled with the use of automation and a defense in depth strategy to include
zero trust verification, cloud-based solutions are not only lower cost, but increasingly more secure. For
example, AWS integration with the U.S. Air Force GPS systems resulted in a 30 percent savings in overall

storage costs and considered secure enough to play a significant role in a U.S. strategic asset.®?
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Despite U.S. government efforts to incorporate cloud-based solutions, slow progress has been
made in migrating over to cloud-based solutions resulting from various concerns pertaining to
downtime, security, and overall control of the data. Government agencies, however, continue to assess
the benefits over the cloud relative to the risks. As solutions are developed to alleviate these concerns,
government agencies will progressively continue to move from a model where users and applications
operate inside a trusted network to a model where users and applications exist everywhere, and no one

is trusted until verified.
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Conclusion

Cybersecurity challenges are manifold. Vulnerabilities, left unaddressed, create unnecessary
risk to global security. The ubiquitous information environment requires a mental construct capable of
addressing challenges to appropriate stakeholders. Therefore, a whole of society approach to enhanced
understanding and improving decision-making is necessary to respond to actions within a complex,
uncertain, and ambiguous environment. Rogue conduct within the ERC must be met with effective
leadership, extensive stakeholder engagement, sound governance, and practical safeguards to facilitate
the effects of adjuvant security across the ERC and provide strategic inoculation against future cyber-
borne threats. Because there is no single ‘cure’ for all existing cyber challenges within the ERC, adjuvant

security must be applied.
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