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Introduction 
 
Over 100 nations have laws and regulations to protect personal data and privacy.1 This strong 
global trend to adopt such rules is fueled by the increasing political, economic, and social 
importance of personal data, exacerbated by constant news of security breaches and the growing 
understanding by world citizens of the harmful effects of personal data loss.  As a result, many 
countries have adopted or are formulating regulations and laws. This phenomenon translates into 
developing and deploying secure products and services at a faster pace. 
 
While there are common foundations to protection of privacy and personal data, discussed 
further below, it may manifest in different ways around the world. For example, the United 
States established sectoral privacy laws2, sometimes focused on harm3, European regulators 
emphasized the human rights aspects of privacy4, and Asian countries have tended to approach 
privacy protection as a global trade issue5. Organizations that operate globally must produce 
products, solutions, and services that meet regulatory requirements of these diverse markets. By 
understanding different laws and regulations in principle and their commonalities, it is possible 
to manage these global requirements by establishing a single global privacy and data protection 
policy outlining the necessary controls to protect personal data. The controls can then be mapped 
into the development and operational lifecycle of the products and solutions. 
 
While privacy laws and regulations can guide an organization’s global policies, they cannot 
solely define it. Organizations have to build the products and solutions with security and privacy 
in mind from the beginning of the product design and development phase. A systematic 
engineering approach is beneficial for organizations to develop policies based on the 
organization’s goals and appropriate government regulations. Security procedures, standards, 
guidelines, best practices, privacy rules and mechanisms can then be designed and implemented 
according to systems engineering methodologies, models and patterns. 
 
Agile development techniques with integrated security and testing approaches can help embed 
privacy and security into the products from the start and continuously. Privacy requirements can 
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change due to factors external to the organization, such as legal, consumer and regulatory 
developments. The product development projects must be able to incorporate new requirements 
at any point in the development and operational lifecycle. Agile processes can enable the teams 
to prioritize changing requirements and develop controls. 
 
This paper is divided into three sections. The first section consists of foundational privacy 
principles and the current state of global data protection and privacy laws. It sets out the need for 
faster product delivery to comply with changing regulations and laws. Section two describes the 
two dominant product engineering methodologies, waterfall and Agile, and the selection of the 
Agile framework to deliver faster and more secure products. Additional steps to incorporate 
security and test into the Agile framework are discussed. The third section offers 
recommendations to improve security and privacy assessments, requirements engineering, and 
augment Agile process enhancements with privacy baselines and product release criteria. 
 
Current Global Data Protection and Privacy Laws and Regulations   
 
There are privacy and personal data protection laws that are actively enforced on almost every 
continent in the world. The following examples illustrate the broad reach of regulation.  The 
General Data Protection Regulation (GDPR)6 entered fully into force in 2018 in all member 
states of the European Union. The Unites States and Canada have multiple federal, state and 
provincial laws7. The EU-US Privacy Shield8 sets forth the necessary adequate protection and 
safeguards to permit personal data transfers between the US and EU. Israel started enforcing the 
Protection of Privacy Regulations9 which requires extensive information security requirements 
for all organizations based in Israel. 
 
In Australia, there is various legislation related to data protection. Australia passed the Privacy 
amendment in 2016, introducing breach notification laws to the Privacy Act10. Elsewhere in the 
Asia-Pacific region, the China Cybersecurity Act11 came into force in 2017, with emphasis on 
safety and security of personal data by service providers. In India, the Supreme Court declared 
privacy as a fundamental human right12, paving the way to draft data protection and privacy 
regulation.13 
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In South Africa, regulations are being drafted to supplement the protection of personal data Act 
2013.14 The Tunisian parliament approved data protection legislation in 201715 and Egypt 
approved a similar bill in August 201816. In South America, the Argentina Data Protection 
Authority17 issued new regulation, series of principles and rights to data subjects. In the 
Caribbean, the Cayman Islands, Jamaica, Trinidad and Tobago introduced and passed various 
data protection and cybercrime bills.18 
 
In Russia, the new personal data violations laws will enforce actions against violations of data 
subject rights19. Moldova, Belarus and Ukraine also passed cybersecurity laws that are similar to 
Russia.20 
 
Foundational Principles of Protection of Privacy and Personal Data 
 
All these regulations and laws enforced in various countries impose numerous obligations on 
critical infrastructure manufacturers, hardware and software vendors and service providers. 
While the origins and reasons for data protection legislation in various countries may be 
different, they tend to have very similar intent and principles to protect personal data. All 
standards converge on primarily three principles – Transparency, Fairness and Accountability. 
All the organizations, service providers and equipment vendors deploying services across the 
globe should start building their products and solutions encompassing these data protection and 
privacy principles.21 
 
The Fair Information Practices (FIPs)22 were adopted in 1973.  The FIPs were openness, 
individual access, individual participation, information management and accountability.  The 
FIPs were incorporated in the 1974 US Privacy Act23, which added three additional elements: 
collection limitation, use limitation and disclosure limitation. These eight foundational principles 
appear consistently in data protection and privacy laws around the world24. For example, the 
Organization for Economic Cooperation and Development (OECD) used these eight elements in 
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the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data25. 
The OECD guidelines are collection limitation, data quality, purpose specification, use 
limitation, security, openness, individual participation and accountability. 
 
Global organizational policy for product development  
 
With an awareness of the required legal compliance for all the countries in which the 
organization operates, management has to make a decision on coming up with a single policy. 
While regulatory compliance is one important input to the single global organizational policy 
creation, there can be many other organizational and business objectives to consider. Customer 
expectations, ethics, security posture and market competitive advantage are some of those 
business objectives. 
 
Privacy by Design26 and Security by Design27 are principles that the GDPR sets out as 
requirements for building products and services. In order to comply with the GDPR and similar 
regulations, organizations need to engineer privacy into products and services right from the idea 
inception and design phases. The organization’s global privacy policy is an important tool in the 
privacy engineering process. Developers, testers, compliance teams and lawyers can use the 
same policy for expected behavior and accountability.  
 
The ever-changing nature of privacy laws around the world creates a challenge in gathering 
privacy engineering requirements. Moreover, requirements are also driven by internal policies, 
industry standards, and importantly, customer expectations. Purpose, notice, choice, consent, 
data transfer, access, correction, deletion, security, minimization, proportionality, retention and 
accountability are some of the privacy requirements to be considered.28 Many times, these 
requirements must be converted into actionable, technical requirements to be implemented in the 
products. 
 
System Engineering Methodologies: Waterfall and Agile 
 
All organizations have to select a product development methodology, in order to build better 
quality products, to improve collaboration, and to maintain standards compliance.  The selection 
of product development methodology is fundamental in deciding the roles and responsibilities of 
the teams in the organization. The development methodology drives the products and services 
concept, requirements, development and test phases. The business and product teams must 
clearly capture and track requirements for the success of the product, irrespective of the selected 
development methodology. 
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Privacy  by  Design is an approach by which privacy principles are embedded in the system design and business practices. 
27 "Art. 25 GDPR – Data protection by design and by default |  General ...." https://gdpr-info.eu/art-25-gdpr/. Accessed 10 Feb. 2019. Security  by  
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Waterfall and Agile methodologies are the two most commonly used software development 
methodologies. The waterfall method consists of a top-down approach, executed sequentially to 
a final rollout. The eight phases of the waterfall model are: Conception, Initiation, Analysis, 
Design, Construction, Testing, Implementation and Maintenance. This methodology is widely 
used in engineering projects that have a clear vision of the end result. The advantages of this 
model are detailed planning and clear understanding of the development path defined at the 
beginning of the project. The disadvantages are that it cannot adapt to changes midstream and 
that the testing phase starts only after the coding phase.29 
 
The Agile model allows for delivery of software in smaller chunks, as a minimum viable product 
to meet customer needs. Customer feedback and software bugs are incorporated back into 
requirements for faster delivery of improved product. The project is broken down into smaller 
manageable tasks, called Sprints,30 with software delivery every three to four weeks. The 
advantages of using the Agile approach are revisiting design as needed, frequent tested delivery 
and increased customer focus. The disadvantages are reliance on all the team members, and that 
the final product may end up being completely different from the initial product vision.  
 
 
 
 

 
 

Figure 1. The unmodified "waterfall model". (Source: en.wikipedia.org) 
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There are many software development methods and approaches that are considered Agile and 
adhere to the values and principles of the Agile Manifesto31. The four values of the Agile 
Manifesto are: Individual and interactions over processes and tools, working software over 
comprehensive documentation, customer collaboration over contract negotiation, and responding 
to change over following a plan. Some of the Agile methods are Scrum, eXtreme Programming, 
lean Software Development, Kanban, Feature Driven Development, and Dynamic System 
Development Method. 
 

 
Figure 2. Agile development method (source: capterra.com) 

 
 
Agile offers several advantages. It provides higher business value by allowing customers 
continuously to review the software as it is being developed. This continuous review and 
development allow the development team to adapt the product to suit the needs of end users 
better, increasing product use and value. The continuous product requirements that come from 
changing data protection and privacy laws can be inserted and evaluated in between the 
development cycles/Sprints. 
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Figure 3. Comparison of Waterfall and Agile Methods 
 
 
In view of changing product requirements coming from the international regulations and laws 
around the world, a product engineering methodology and lifecycle management process that can 
adopt change faster is needed. The Agile framework can accommodate the rapid change in 
requirements and circumstances arising from international and domestic regulations as well as 
customer needs.   
 
Building Security Within the Agile Development Process 
 
Security and privacy should complement each other and for privacy to be built into products and 
services, the security controls must be in place already. Building privacy into products and 
services without baseline security built into the product development process is an impossible 
task. Security Controls for Authentication, Authorization, Availability, Accountability, 
Encryption and Integrity are to be baked into the product development methodology from the 
initial project inception phase and continuously through every iteration.  
 
Agile software development methods, by default, have not had security built into the framework. 
With the increasing threats to security in products and services, security is increasingly 
integrated into all Agile methods. Some of the proposed secure Agile methodologies32 are Secure 
Scrum (S-Scrum) Secure Dynamic Systems Development Method (SDSDM) and security in 
eXtreme Programming. 
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Scrum is a popular framework, which consists of Scrum Teams and their associated roles, 
events, artifacts and rules. Scrum employs an iterative, incremental approach to optimize 
predictability and control risk. Transparency is achieved by having a common understanding of 
the processes among the people who are responsible for the outcome. Scrum teams review the 
scrum artifacts and progress at regular intervals to detect any undesirable variances. During the 
review, if there is a deviation beyond acceptable limits, the process or material must be adjusted. 
An early adjustment would minimize any further deviation and reduce the risk. Scrum describes 
Scrum Teams as self-organizing and cross-functional. Self-organizing teams decide their 
approach to accomplish their work, rather than being directed by anyone outside the team. Cross-
functional teams have all skills required to accomplish the work without depending on anyone 
outside the team. This model of the team optimizes flexibility, creativity, and productivity. 
Artifacts defined by Scrum maximize transparency of key information, so that everybody has the 
same understanding of the artifact. Some of the Scrum artifacts are product backlog and Sprint 
backlog. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4. The Agile Scrum Framework (Reference source: snyxius) 
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There can be several ways to integrate security into the scrum process. Secure-Scrum, proposed 
by Pohl and Hof 33is a variation of the Scrum framework, which focuses on the development of 
secure software throughout the Agile process. It adds four components that are linked to the 
existing scrum framework. A user story is a requirement expressed from end-user point of view. 
A label called  S-Mark is used to mark the user stories that needs security. The S-Mark can 
contain one or more S-Tags. Each S-Tag contains the description of a security concern to help 
engineering team understand the problem and implement security principles. The S-Tag should 
be handled as long as the user story is marked with S-Mark. 
 
In addition to integrating security in the Agile Scrum development method, security can be 
integrated in the testing phase of the Scrum34. Based on the proposal, a security test is done to 
test the developed security features in the same development environment with available tools. If 
any vulnerabilities are found, they are handled in the same Sprint towards releasing the software. 
The second security test is executed in the work environment. If any vulnerabilities are found, 
they are sent to Sprint backlog. 
 

 
Figure 5. Scrum - security framework with test phases  

(Source: Darwish & Megahed) 
 
 
Product Requirements Analysis  
 
During the product inception stage, requirements are gathered and listed in product backlog. 
There will be functional and non-functional requirements that goes into the product backlog, The 
Non-Functional requirements are elements that would be nice to have in the products, but are not 
mandatory. Unless the product being developed is a security product, security features tend to 
                                              
33 "Secure Scrum: Development of Secure Software with Scrum - ThinkMind." 

https://www.thinkmind.org/download.php?articleid=securware_2015_1_50_30099. Accessed 10 Feb. 2019. 
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fall into the list of non-functional product requirements. The product requirements list, or 
“Product backlog” in Agile terms, can grow rapidly. As the non-functional requirements list 
grows, the development teams tend to ignore all the security and privacy requirements.  
 
During the product inception phase, organizations should consider introducing security and 
privacy in the product design, based on the organizational policies, regulatory and legal 
compliance needs, as well as customer feedback. Recently, the laws and regulations started 
mandating the principles of security by design, privacy by design and privacy by default in the 
product design. These requirements force business and product owners to move the security, data 
protection and privacy requirements from the non-functional feature list to the functional feature 
list. The initial product backlog should contain all the design features that can help implement 
principles of security by design, privacy by design and privacy by default. The Business and 
product owners should set security and privacy baselines to include those principles in the 
products being developed. At the same time, automated tests need to be designed and developed 
to test the iterative product that will be released in every Sprint period. 
 
Security Assessments and Privacy Impact Assessments 
 
Security Assessments and Privacy Impact Assessments are to be done during the initial 
phase/Discovery phase of the product development. The assessments are carried out to identify 
the security, data protection and privacy gaps in the product design against the organization’s 
security, privacy policies and regulatory compliance. The assessment reports will provide an 
opportunity for business and product owners to allocate enough resources to close the gaps or to 
decide to take the risks associated with deferring the security and privacy functions. If the 
assessments are done later in the development and implementation phases, fixing the security 
gaps can result in increased cost and delays. In addition, the patch work late in the 
implementation phase can introduce vulnerabilities that can be exploited by attackers. Security 
Assessment of the product should include the security objectives required by the product in terms 
of Confidentiality, Availability and Integrity. The following key tasks need to be done during the 
Security Assessment: 

1. Identify the security requirements coming from regulations, laws, standards and 
customers. 

2. Identify any certification and accreditation requirements. 
3. Define common security controls needed by the product in all environments in which it 

can operate (private, hybrid and public cloud). 
4. Perform threat modelling and identify threat surfaces to the product. 
5. Identify security design and architecture to be used for the requirements specified. 

 
In addition to Security assessments, the Privacy assessment should also be done in the initial 
phase of the product development. Privacy practices and tools need to be embedded in the initial 
design phase of the product, then constantly reviewed in every phase of product development. 
Privacy along with Security cannot be ad hoc at the later stage of product implementation. The 
domestic and international regulations and laws will change rapidly. Agile process needs to take 
care of additional new requirements in every Sprint. But, during initial Design phase, the 
business and product owners should consider all the current privacy regulations, policies and 
their compliance.  



 
The Privacy Impact Assessment (PIA) consists of personal data scoping, privacy principles and 
the associated risks. The product software interacts with users in multiple way and so can be 
involved in collecting and processing personal data. PIA is an internal review of how the product 
being designed will collect and use personal data. Privacy data scoping, which is a part of PIA, 
involves full data lifecycle using the product, its flow and the controls needed to meet the 
organization’s policies, regulatory compliance and customer expectations. The Privacy data 
scoping exercise should at least capture information about the product, system or software and 
how it related to FIPs in the following areas:35 

1. Data – what data is involved and its sensitivity? 
2. Purpose - How is the data processed and why? 
3. Collection - means by which the data is being collections (human interface) 
4. Notice - where is the notice presented to user and what is in the notice? 
5. Consent - what kind of choice is given to the user? 
6. Transfer - transfer of personal data to third parties or other systems in the organization?  

International transfer? 
7. Access, Correction, deletion - how can the user control the data in terms of access/modify 

and deletion? 
8. Security - Is personal data separated from other data? Is it secured with encryption and 

access control? 
9. Minimization - Is the collection minimum to achieve the intended purpose? 
10. Proportionality - Is the data processing proportional to the need and purpose? 
11. Retention - Is there a plan defined and enforced for retaining or deletion of the collected 

date? 
12. Third Parties - Any third-party software/components used in the product and is the 

relationship? 
13. Accountability - Responsible parties defined? 

 
Data gathering is done through data scoping mechanisms and analysis of that data results in 
determining how the personal data will be handled to conform to organizational policies and 
regulatory compliance, as well as the risks associated with handling the personal data. The risk 
assessment and the risk metrics used can differ from one organization to another. The main 
purpose of doing Privacy Impact Assessments in the initial product design phase is to understand 
the extent of personal data that will be collected, stored and created with the product about to be 
developed.  The result is identifying the privacy controls to be incorporated in the product design 
and development. This assessment should be reviewed and updated while the product software is 
being changed with addition or deletion of features. In Agile framework, the PIA should be done, 
in addition to and along with the security assessment, in every Sprint. 
 
Requirements Prioritization, Security and Privacy Baselines 
 
The Security and Privacy Impact Assessments will contribute to the requirements list of the 
product development. Business and product owners have to make it a priority to insert security 
and privacy requirements in the initial product design. Based on the assessments done, the 
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security and privacy requirements are graded with some degree of priority. The highest risk 
items take high priority and can be viewed as ‘must have’ in the initial product design and 
delivery. Irrespective of the development methodology that an organization selects, there should 
be a minimum set of security and privacy controls built for product release for regulatory 
compliance. In Agile methodology, the product evolution is continuous and the features will be 
added in every Sprint. But, the initial product release that meets minimum viable product for the 
market based on functional requirements, should also meet the full regulatory compliance in 
terms of privacy and security. Regulatory compliance for a product is not incremental.  
 
Regulatory compliance is the primary reason for the non-functional requirements addition to the 
product design. But, organizational policies and customer feedback are also considered in the 
prioritization of the requirements. Privacy controls are built into the product on the foundations 
of data protection and security. Data protection, security and privacy requirements should be tied 
together during requirements analysis. Security requirements refers to functions needed to 
provide confidentiality, integrity and availability to protect all types of data. Privacy 
requirements are related to controlled processing and use of personal data. 
 
A minimum set of data protection and privacy requirements must be included in the initial 
product design requirements list, with the view of having regulatory compliance. In Agile 
development method, these security and privacy baseline features must be designed and 
developed to be delivered in the initial product release. This product security and privacy 
baseline features should act as technical requirements to the product. 
 
In Agile development methods, new features are added to the product in every iteration/Sprint. 
While the new features are added to the Sprint requirements, product owners and development 
teams should make sure that security and privacy baseline requirements remain intact. New 
features should be added on top of baseline security and privacy functionality. 
 
Product Testing and Release Criteria 
 
In Agile development methodology, the testing or validation phase is not elaborate and 
development teams themselves validate the developed features and move the product/service to 
release readiness. Development teams should write test cases that validate the features in every 
iteration of Agile development. In a similar way, the product security and privacy baseline 
features test cases must be written to use for validation. These security and privacy baseline test 
cases shall be validated in every Sprint cycle. This type of revalidation against baseline features 
tests ensures that the security and privacy baseline features are working as expected, even after 
the new Sprint feature development. In order to reduce time in this baseline testing, it is highly 
recommended to automate the test cases. Additional test cases will be developed in every Agile 
Sprint, and those test cases need to be tested manually before they are automated for the next 
Sprint. The Agile process will benefit from automating the bulk of security test cases. 
 
Every product should meet strict criteria before it is released to customers. The Agile 
methodologies should be able to incorporate a gating process to check the readiness of the 
product security and privacy baselines. In the initial product release, all the product security and 
privacy baseline tests have to pass before the product is released to customer use. Development 



should take the failed baseline test cases and fix them towards success. These mandatory 
readiness criteria will ensure the compliance of the release product.  Subsequent Sprint releases 
can add security and privacy features to strengthen the initial release baseline features. The test 
failures of these additional security features need not hold a Sprint release, but it should trigger a 
feature readiness plan by the development team to fix it. The failed feature can go into the next 
Sprint and product backlogs to be looked into without delays. The product security and privacy 
readiness gate should be checked and verified by business and product owners, in addition to 
engineering project leaders. This process will help business leaders to understand the risk 
generated by allowing the Sprint release without full validation.   
 
Avoiding Issues That Arise from Agile Practices 
 
Agile development methods handle changing requirements and they will deliver the products 
early, and through continuous delivery. Agile methods deliver working software frequently, 
within a period of a few weeks to a few months. They incorporate iteration and continuous 
customer feedback to refine and deliver the product. With the frequently changing data 
protection and privacy laws around the world, Agile development frameworks will deliver the 
working software with speed and agility. Organizations are increasingly adopting Agile 
development frameworks to deliver products and services. 
 
At the same time, continuous development and delivery of software products and related services 
can pose some new challenges. Modularity, temporality and capture36 are some of the possible 
consequences from using Agile development. Software modularity is a result of a few ongoing 
changes in computing architectures. The first is the shift from standalone software products to 
Software-as-a-Service architecture. The client-server model moved most of the computing to the 
server side. The second change is the shift of computing power needs from client to server side. 
Server side scaling and performance needs gave rise to the need for large data centers with 
flexible resources. Services running in the cloud environment are aggregation of self-contained 
software modules. These software modules pass information and communicate using Application 
Programmable Interfaces. The software modules can be combined in different ways, creating 
different sets of services. Due to this nature of software modularity and ease of integration, the 
user’s privacy is at risk. The users personal data will be exchanged and transferred between first 
and third parties. The service providers providing software as a service can add services from 
third parties to existing services to create a new service. This behavior will pose a challenge to 
user privacy in terms of who is in control and responsible for user privacy. 
 
Agile programming practices allow developers across services to constantly tweak, remove, or 
add new features using continuous development loops. Changes to the service features happen 
regularly. These functional changes can result in an unceasing change in the relationship between 
the user and the services. A privacy principle, such as informed consent, can run into time limits 
due to the temporary relationships, and raise the question of when it is necessary once again to 
request informed consent37.  

                                              
36 (Gurses & Van Hoboken, Privacy after the Agile Turn, 2018, pp. 579-601) 
37 For example, a company is hosting a social networking site where people can come together and chat. The service 
can be extended to include a feature for individuals to call each other. The service can be extended further with a 



 
Agile development practices employ end users’ activities and behaviors as feedback loops to 
optimize and deliver better solutions. In this process, organizations capture users’ personal data 
and behavioral information that will be stored, analyzed and used in the process of offering better 
services. Development teams should take precautions on the selection of tools embedded in the 
software design and development to capture user activity. 38 
 
Conclusion 
 
The constant changes in global privacy and data protection laws, organizational goals and 
customer expectations will force the product vendors and service providers to adopt strategies 
and methodologies that can enable them to deliver the products and services faster. Agile 
development methodologies are a natural fit to handle software product delivery at a faster pace, 
but initial frameworks lacked steps to include security and to protect privacy sufficiently. Due to 
the increased importance of incorporating security from product inception, various approaches 
are proposed by the engineering community to add security in Agile methodologies. Secure 
scrum is one such technique used to provide additional steps in the Agile process to add security. 
To start with, organizations have to select a secure Agile methodology of their choice. The 
selected development methodology has to be supported by product management steps. In order 
to provide regulatory compliance and market differentiation, security and privacy should be built 
into the initial product design. Thorough security and privacy impact assessments can drive 
product requirement lists with mandatory secure features, forming a security baseline. The 
development teams should incorporate these product security baselines in the initial design and 
move towards product development. Product release criteria based on successful security and 
privacy tests will enable the release of a product that can pass regulatory compliance and 
minimize business risk. It is recommended that the data scoping, classification and data flow 
assessments are done in every Sprint iteration of the product development. As the product 
changes in every Agile Sprint, the minimum security baseline requirements and release criteria 
should keep the security and privacy embedded in the product.       
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